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What Needs To Change?

Configurations Don’t Lie
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A Look At Breaches

Source:  Verizon Business  2011 Data Breach Investigations Report

Time Span of Breaches

Source:  Verizon Business  2011 Data Breach Investigations Report
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Best practices of high performing IT organizations

Seven practical steps to go from “good to great”
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Desired Outcome: Create A Higher Performing, 
More Nimble and More Secure IT Organization

10,000

Operations Metrics Benchmarks:
Best in Class: Server/sysadmin ratios
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Source: IT Process Institute
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Common Traits of the Highest Performers

Culture of…

•

•

•

•

•

•

•

•

Source: IT Process Institute  

Three Controls Predict 60% Of Performance

St d di d fi ti t t1 Standardized configuration strategy

Controlled access to production systems

Process discipline and accountability

1

2

3

Source: IT Process Institute, May 2008
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Visible Ops:  Playbook of High Performers

•

•

•
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Step 1:  Gain Situational Awareness

Step 2: Reduce And Monitor Privileged Access

•

•

•

•

•

•

•

“To err is human. To really screw up requires the root password.”
—Unknown
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Step 3:  Define And Enforce Configuration Standards

•

•

•

•

•

“Like their physical counterparts, most security vulnerabilities will be introduced 
via misconfiguration & mismanagement. Security issues related to vulnerability 

& configuration management get worse, not better, when virtualized. 

Source: Gartner, Inc. “Security Considerations and Best Practices for Securing Virtual Machines” by Neil MacDonald, March 2007.
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The Dark Side Of Virtualization

•

•

•

•

•

What happens when these activities are no longer required to deploy major releases?
• And when it is easy to download VMplayer, copy virtual machines, etc…
• And what could go wrong?

Step 4: Integrate & Enforce Change Management Processes

•

•

•

•

•
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Step 4: Integrate & Enforce Change Management Processes

•

•

•

•

•

“[As auditors,] the top leading indicators of risk when we look at an IT operation are poor 
service levels and unusual rates of changes.” – Bill Philhower

Step 5: Create A Library Of Trusted Builds

•

•

•

••

•
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Step 6: Integrate Into The Release Management Processes

•

•

•

•

•

Step 7:  Ensure All Activities Go Through Change Management

•

•

••

•
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Higher Performing IT Organizations Are More Stable, Nimble, 
Compliant and Secure 

 5 times 

 5 times 

 Fewest

 One-third

 14 times more

 One-half

 10x faster10x faster

 One-third

 8 times more

 6 times more
Source: IT Process Institute, May 2008
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How To Apply The Seven Practical Steps

•

•

•

www.itpi.org

www.tripwire.com


