L Check Point
We Secure the Intemet
: : SECURITY
Securing the private
cloud | [

Gary Gardiner
Security Engineer

©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone

Top Trends of 2011 L Gheck Point

1
e
B 3
Iy
5
B 6
Governance, Risk & Compliance (GRC)

m Cost Reduction
B o Geonm

=0

LTl ©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone | 2

8/3/2011



8/3/2011

2011 Security Trends

Virtualization &

Cloud Computing

On Data Center Consolidation 2 Check Point

Private cloud’




8/3/2011

Enterprise Virtualization Initiatives & Check Polnt

Top Security Challenges for Server Virtualization
What are the biggest security challenges preventing server virtualization in your
enterprise?

Lack of skills in security team

Cost of new information security solutions 28% “
Lack of knowledge

Can't port existing security tools from physical 26% in security teams
to virtual world remains the
Lack of security best practices for server 249 _b'ggesf[ challenge
virtualization 0 In moving to

: virtualized
Regulatory compliance issues 24% enVironmentS-,,

Enterprise Strategy Group
2010 Survey of enterprise decision makers

=
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On Cloud Computing Il Gheck Point

Top concerns with private clouds
What are your greatest concerns about deploying and managing them?

Loss of control 80%

Data security 76%
Data portability and ownership 73%

Regulatory compliance 62%

- )
Reliability 60% Morgan Stanley
. 2010 CIO Cloud Survey

i
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On Cloud Priorities 2 Check Point

Top hardware / IT infrastructure priorities

Are you considering building an internal or private cloud operated by IT
(not a service provider) in next 12 months?

2011 Security Trends

8| Cost Reduction




On Cost Reduction and Doing More
with Less

“C|OS I've talked to expect
dramatic >30% cuts in
infrastructure and
operations costs.?9

Mark McDonald
Group Vice President, Gartner
November 2010
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Green IT
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On Green IT... 2 Check Point

Environmental Motivations

What are your organization’s top three motivations for pursuing greener IT
operations?

Reduce energy-related operating expenses 70%

Reduce other IT operating expenses

||

Improve brand image with the public ~ 35%

Global Green IT Online Surveys
April 2010
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Cloud Computing

Mobile Applications and
Media Tablets

Web 2.0 Social Technologies
and Communications
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Virtualization vs. Cloud

Virtualizing efficiency is good
But Cloud efficiency is much better!

Virtualization
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The Cloud Evolution

On-Premise

Efficiency

Virtualization
Legacy Datacenter

Private Cloud Public Cloud

Hybrid Cloud

o}

Web Hosting

LAIP® $11.8 billion by 2014

¥

A8  $55 billion by 2014
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Moving to Private Cloud

Corpnet DMz Extranet
G| end
L X5 8. o &

i

1:1 Server per
Application

1:10 Security Zone

(VLANS) per Server

©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone

| 15

Moving to Private Cloud

Corpnet DMZ Extranet
s, =iy
¢ ¢

e

1:5 Server per
Application

1:1 Security Zone
(VLANS) per Server

¥
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Moving to Private Cloud

Networks Virtualization

Corpnet DMZ Extranet

¥

I3 Check Point

2010 A

1:20 Server per
Application

5:1 Security Zone
(VLANS) per Server
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Moving to Private Cloud

Datacenter Consolidation

Corpnet DMZ Extranet

3 Check Poirt

2012 A

1:100 Server per
Application

¥

20:1 Security Zone
(VLANS) per Server
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The VLANs Sprawl Prob

1) Check Point

lem

Cheap and
easy to add
applications

Everyone wants
more VMs

+

I

VMs Sprawl
How to secure?

.f ] -
S

More VLANSs to
segment VMs

@

Hard to manage
VLANs Lack of compliance
Sprawl -
Problem Black spots
Latency
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The Evolving Datacenter... I3 Check Point

Physical

Virtual

App! App! Appl
0S 0S 0S
HW HW HW

Traditional datacenter

3 Private Cloud
(On-premise/internal)

Al Appl " Appl
Oon oS 0S

VMWARE

HARDWARE

Servers virtualized with minimal
changes to datacenter processes

4 Public Cloud
(Off-premise/external)

Servers Select
.V|rtuallzed enterprise
y in scalable,. applications \
YMWARE shared, elastic in public YMWARE //
HARDWARE environment Cloud ' HARDWARE ,
— S \ / / — ]-.,._M \
Your employee’ * ' * '
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Private Cloud - Security Needs L Check Point
Protection from external threats
i 1
s a Inspect traffic between
Virtual Machines (VMs)
i 8 Q 8 ﬁ Secure r;i\;\(l)r:/ji;?:;”l\;lachines
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Private Cloud - Security Needs L Check Point

Hypervisor

#
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Private Cloud - Security Needs L Check Point

Ensure Security in dynamic
environment

©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone | 23

Introducing Check Point
Security Gateway Virtual Edition (VE)

Check Point Secures the Private Cloud

Check Point
Security Gateway
Virtual Edition

vl

Checic Paint

Best Virtual Security Gateway

Securing the Virtual Machines

Unified Management for
Physical and Virtual

=g
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Secure the Virtual Infrastructure 2 Check Point

I Protects Virtual Machines I

WVE M M » Hypervisor security
| » Certified by VMWare

» Audit virtualization system

Hypervisor

E ©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone | 25
Virtual Edition Features L Check Point
Best Security
Check Point
Security Gateway
» All Software Blades Virtual Edition (VE) | N
VPN

» Flexible Security “

|

i\ = VM VM
:5 Hypervisor Connector |

Hypervisor

#
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Virtual Edition Features

VMs Protection

» All Software Blades

» Flexible Security

» Securing New VMs
Automatically

» Secure Dynamic
Environment

Inspecting Inter-VM Traffic

{L Hypervisor Connector

Hypervisor
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Virtual Edition Features

152 Check Point

VMs Protection

e All Software Blades

» Flexible security

» Securing New VMs
Automatically

» Secure Dynamic
Environment

Phw e
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Virtual Edition Features

» All Software Blades

» Flexible security

1» Securing New VMs

| Automatically

ire Dynamic
nment

Unified Management

~|» Same management for
Physical and Virtual

» Virtualize the Management
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Virtual Edition Features

» All Software Blades

» Flexible security

b

iring New VMs
matically

CJ Gheck Point

Unified Management

» Same management for
Physical and Virtual

» Virtualize the Management

L VM VM

I I I
i

i# Hypervisor Connector |

Hypervisor
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Virtualized Security Scenarios L Check Point
- N\
il ve & . -
M iﬂ "l‘ Secure the Virtual Environment
IT.‘; Hypervisor Connector I Use Security Gateway Virtual Edition to apply
Hypervisor granular firewall and IPS policies for inter-VM

— e

. J/

e a

= . .
I | Office in a Box
I Use Security Gateway Virtual Edition (VE)

|
Hypervisor with firewall, IPS, VPN and Software Blade to

_ secure your office networks and assets

Enterprise Security Gateways

MMIVEl |MVE| “wVEl
I I I
Hypervisor Consolidate your Security Gateways deployment

— into a virtualized environment
.
.

J
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Easy Deployment L Check Point

I Secure virtual environment by installing a virtual appliance I

= Standard Open
Virtualization Format
(OVF) virtual
appliance
e
e = =]
i Al Lo it L
v
I e
=
APL mxh m hitp fe— e o beciste. o e ¢ A
I vl 1000 Pl T
lﬁ
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Layer 2 security packet flow L Check Point

ESX Server

2.1.1.1 sends
packet to 2.1.1.3

Pack

Packet continues the
Agent flow from where it was
Gat intercepted

Packet is not
inspected again

Packet passed firewall
inspection and is sent
back to the Agent
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Layer 2 security in dynamic environments & heckPoint

ESX |

ESX 2

Connection initiated from

2111102113

Security API

Security API

gl e
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Layer 2 security in dynamic environments &l €heckPoint

I Connections related with IESX 2

I 2.1.1.3 will be marked that
they are handled by ESX 1
[2111] [2112] [2.213] Y Y [2113]

=]

VM is migrating
to ESX 2

Security API Security API

vSwitch

b == M em
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Layer 2 security in dynamic environments & heckPoint

ESX 1 ESX 2
Existing New
connection connection

Securily API Security API

Packet
forwarded to

Packet not

forwarded
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Anti-spoofing illustration

VM 2.1.1.5
Tries to spoof
With VM 2.1.1.1 IP

i

i

s
Security API B

Packet dropped

©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone | 37

Deployment - Layer 2 mode

I Automatic - No network changes required I

Virkual Switch: _cp_private_wSwitch Remove...  Properties...
Virtual Machine Port Sraup Physical Adapters
L3 _cp_private g Mo adapters
= 1 virtual machine]s)
SG_R70VE ﬁ

» Protects all Virtual Machines on the ESX host

» Attaches fast path agent to all virtual NICs on the ESX host
» Creates new vSwitch named _cp_private_vswitch

» Creates new port group named _cp_private

» Connects Security Gateway VE to _cp_private port group
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Installation automation

I Seamless security for dynamic environments I

Security API

VTS

Event sent to VE

oL

VE attaches the Fast Path
Agents on the vNICs of
the new VMs

‘ VE installed

Service Console

ﬂ informing of new VMs

VE retrieves
information on
VMs/Port

groups/vSwitches
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Flexible Virtual Machine security &l Check Foint
I The Fast Path Agent configuration options I

» Bypass: Pass the packet without
inspection

» Secure: Forward the packet to
security gateway
» Block: Drop the packet

» Monitor-only: Inspects and log
packets that would have been
dropped

©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone | 40

8/3/2011

20



Single security management

I2J Check Point

Unified administration of physical and virtualized
environments

&8
2

Firewal | 55 WAt | 1 S
3 Overview v

7| Enforcing Gateways

Metwark Exceptions
€7 Download Updates
Follow Up

B30 Anti-Spam & M

Anti-virus & URL Fitering | 3£ 551 went | @) 1psec ven | Bl qos |

IPS provides protection from network, application and web attacks

IPS inMy Drganization
24 gateways are enforcing IPS
3 profiles are configured

IPS

Single console for

Frofile 1PS Made Activation Gws

B Connectr... Prevent ™ manual I EWs ‘

[2 Default_... Prevent @) PsPolicy 17 Gws

[Z recamm...  Prevent @) Pspolicy 4 Gws ‘ [E) View Everts Manaa

Security Status

Humber of events handled by IPS during the last:
wrcacs [

«ill High

o e [

O Hour & 24 Hours O week O Month

[T Detected
B Frevented

W pverage inMy

il Low Organization
o 40 80 120 160 200 240
i Last updated on Friday, Now 27, 2009 20:03:23 Refiesh
&
AT ©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone

| 41

Integration of ESX logs

Checkc Point

Logging and auditing of virtualization events

ESX logs integrated
into Check Point
management

Policy Name
Policy Date
Policy Management

ord Deta
Evell @ previous ) Hext [Z] Copy
Eve
VPN-1 Power/UTH
Eve
Eve "
Product WYPH-1 Power/UTM Action
Evefl Date 24Hov2009 Rule
Time 19:31:28 Current Rule Numl
Evel | Mumber 348011 Rule Name
Eve Ty-p:e e User
Origin Auatar
Eve Information
Evel  Source
Destination
Evell  Service
Protocol
sYs- Interface
Source Port

\\'
Event received fiom ES%:
Message on RHELS_2 on
ket in ha-datacenter: D not
forget to install the hiware
Tools packags inside this
virtual machine: wait unil
your guest operating system
finishes booting. then choose
M 5 Install VMuare:

Tools#€ and follow the
instructions.

Close

#
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Pricelist

I2J Check Point

Secure Gateway Virtual Edition — Containers

1liln The following products are based on the Software Blades architecture

Security Gateway VE Container Specifications Container Price

SGVE4801 For Security Gateway VE on a Virtual System $6,000

@G with up to 48 cores ’
SGVE1601 For Security Gateway VE on a Virtual System

. o $3,000

@ Mo with up to 16 cores
SGVE801 For Security Gateway VE on a Virtual System $2,000

[N LIy with up to 8 cores ’

» The Firewall blade is included in the Security Gateway container price
» Additional software blades can added separately
» Gateways are licensed based on number of available physical cores.
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Cloud Providers — Security Needs L Check Point

Multitenancy: Servicing Multiple Customers

From the Same Environment

Secure
connection to the
Cloud

Cloud

E 3“% -..' ‘ secu(;:::/uzf the

/

e S S

Security within
the Cloud

¥
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Check Point Cloud Security L2 Gheck Poirtt

Check Point Secures the Public Clouds

Use VSX for secure connectivity with the Public
Cloud

IN V"‘ Secure VMs and Inter-VMs connection with
' / Security Gateway Virtual Edition

policy via Multi-Domain Management

L%EG Offer Multi-tenancy management and customized
=
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Bl The case for: Cloud Computing L Check Point
and Virtualization

Plug-and-play security for public / private clouds
and dynamic virtual environments

VMSafe
Integration

<1 . Comprehensive cloud
Traic e (CCy security and nificg
Protection Gateway VE management for both
5G Next-Gen physical and virtual
Firewall

Unified
Management

=
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Summary L2 Gheck Poirtt

Check Point Pioneers the Cloud Security

Virtual Security Gateway For Multi-Tenant |

Cloud Environments

| Best Hypervisor security for Virtual |

Machines
- . . e
P The only solution with unified
Qoecbon ’ management for Physical and Virtual
E ©2011 Check Point Software Technologies Ltd. | [Unrestricted] For everyone | 48
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Cloud Security Alliance & Check Polnt
e ‘c!oud
security
e alliances

Australian Chapter

Linkedin group
http://www.linkedin.com/groups?qid=3966724
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Thank You!
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