Secure Hetworks™

“There is nothing more important than our customers’
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Visibility & Control on the Campus LAN

A Siemens Enterprise Communications Company

Expectations from the network infrastructure w
tod ay Bewars Metwerke

= Seamless application access
- Across any access technology — wired, wireless and remote
- Using any device — laptop, desktop, mobile phone, game console
- Reliable and fast access

-

= Automation, visibility and control ﬁ(}

- Reduce complexity and number of of tools to manage mixed i |
wired / wireless access networks

Automated detection and service provisioning for users and endsystems
accessing the network

- User-centric management & endsystem, application awareness

= Aligned with business objectives
- Optimize CAPEX & OPEX
- Support the business with a agile and reliable infrastructure
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The Game has Changed
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21st Century
Networking
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The Cha”enge W|th “ BYO" glutlr- Meiwerhy

= Bring your own PC (BYOQ) programs are becoming increasingly popular
today

Allows individuals to work from the device of their choice
Increases employee/user satisfaction
Lowers IT costs

Various types of devices

Bring your own (BYO) iPhone, iPad, tablet, netbook, smartphone ....

= Higher security and management challenges even corporate devices are
used

private and sensitive corporate data reside together on a single device

“Apps” that get typically installed on today’s smartphones and Pads are not controllable
- so this opens a huge backdoor into today's enterprise IT infrastructures.

Variety of hardware and software platforms must be supported

Restricting the use of additional “apps” on the devices via organizational rules is not really
a workable solution

- If one does so the value of these new devices to the employee is suddenly very limited

©2011 Enterasys Networks, Inc., A Siemens Enterprise Communications Company — All rights reserved

Access Layer Concerns g enfovways

Limited Visibility at the Access Layer

The devices connected to the network

- Users

- Headless IP devices

Location of each device — switch, port, AP,
SSID

- Trusted area

- Restricted area

The access controls applied to each
device/user

- IP Phone role

- Enterprise user — IT, Faculty, HR, etc

- Guest

- Restricted Contractor _
- Quarantine T
Security state
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Application Layer Concerns 2y enferasys
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Application Layer
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= Automated profiling and device type
detection

- Detect new devices on the infrastructure
automatically and profiles them to determine the
type of device

- Various sources such as
- network and agent based assessment
- DHCP OS fingerprinting
- captive portal especially on WLAN(used for remediation

and registration, guest services)
- and external profilers (via Netflow, IDS Signatures, VA
Scanners) can be used.

- The Device type can be an Operating System
Family, Operating System or Hardware Type, for
example, Windows, Windows 7, Debian 3.0, HP
Printer, iPhone, iPad etc.
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Where to head....

= Mappings:
- Switches care about Layer 2 — Source MAC
- Routers, Firewalls, IDS/IPS care about Layer 3 — Source IP
- Directory services care about objects — Account hames

Human beings care about the who is the user....

©2011 Enterasys Networks, Inc., A Siemens Enterprise Communications Company — All rights reserved

* The information already exists to gain visibility and control on
virtually ANY network.

- Map these items together — Authentication (802.1x & MAC), DHCP listening &
Kerberos snooping.

What can be achieved....

Enc-Systems
@ = MAC Address |P Address Swritch [P Sitch Port State Username Hostname Operating System
1 APPLE 4F 7DxC4 152168 0.1 192168.100.220  |AP3E10-1 (00-1A-E8-14-21-48) UKRTC-NAC  |Accept iPhone/ iPac! iPod
2 DELL INC:2B:93.9F 192.168.100.250 8137 Acoept vmhost ukrte com
3 DELL NC:EF:FT:.C2 1192.188, 12 Aocapt KCOMAY KDY
4 C:531:F1 20010 192183200250 fel2 Accept UKRTCliulian mgrnt ukrtc com Windows VW
5 |sEMENS 237 o0 % T TR S = el I
& IEM CORP.4CIAAE 18216820013 192168200250 fels Acoept UKRTCWAdmin xp-cliert] Lkrtc.com MWindows XP SP2
7 IMTEL CO:45:90:38  192.168.62.11 192.166.100.220  |APG610-1 (00-1A-E8-14-A1-48) UKRTC-NAC | Accept RGO43 Mindows
& INTEL CO:30:CF:51 192168100250 |fel112 Accept
9 DELL INC.C8:57.90 19216810040 192168100250  fe144 Accept
10 |INTEL CO.07.CT:04 19216810050 192168100250 2136 Acoept demo-dragon ukrtc.com
11 |INTEL COAGOC:AD 18216810010 92168100250  |fe1.21 Acoept tag ukrtc.com
12 |HTC CORP:ET.6B:69 192.168.100.2200  |00-1A-EB-10-1F-3% LKRTC-NAC Errar HTC Touch
13 |INTEL CO:08:E1:E4 182168100170 192168100250  fe1.20 Accept
14 |ASKEY CO:38:65 A6 192166.100.220  APG610-1 (00-1A-E8-14-A1-48) UKRTC-NAC  Accept
15 JINTEL CO:BF.8818 192.165.100.220  |AP3E10-1 (00-1A-E8-1 0-1F-39) LKRTC-NAC  [Error SCL-LCR-LAPOE indows
16 |INTEL CO.BR:EAMS 1921688210 192168100220 |AP3610-1 (00-1A-E8-14-21-48) UKRTC-NAC | Accept D403ZEC Windows
17 |INTEL CO:25:22:0F 10100157 192.168.100.220  |AP3E10-1 (00-14-E8-14-A1-28).UKRTC-NAC |Accept RG112 Mindows
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What can be achieved...

e e eains mmeeeemimieeeias [ Jm e P
MBS MICRO-ST8F7F75 MICRO-STAR INT'L.. 1001028 100817 |gE 243 WERITLIEOE Win
169 HEWLETT :18:34:25 Heseledt Packard 100580 100851 |ga 34
170 |HEWLETT :0E:29.7E Hewlett Packard 10.0.13.227 100817 92318
ASUSTER F3DE48 AZSUSTek COMPUT...|[10.0.0.58 100817 oe.3.21 CLICKYIE247
MICRO-ST.8F:75:54 MICRO-STAR INT'L... [10.0.10.39 100817 ge43 WERITLIEQS i
HEWLETT :7E:B3:12 Heswlett Packard 100533 100917 ge.d.4 NPITEES 2
Sh& REGE1E.45.EB Shis REGELSYST... 100100 1008947 ge 4B Ll
HONICA, W SF 92 E4 RORICA MINOLT, 100917 ge 432

End-System Everts } Health Result Summaries | Health Result Details
Everts for End-System: E4.CE8F17:56:14, through 08/06:2011 03:536:00 A

Timestamp 2L IP Address Suitch [P Swwitch Port State Username
30772011 12:22:10 PM 10.0.10.54 10.0.9.101 [RedNO030 (00-1F-45-7E-BC-E8) Rediands Accept 206032
130772011 12:22:06 PM 10.0.8101 RedNO030 (00-1F-45-7E-6C-E8) Rediandis Accept 206032
130772011 09.34:57 AM 10.0.10.54 10.0.8101 [Redh001 0 (00-1F-45-7E-56-80) Rediands Accept 206032
130772011 09.34:31 AM 10.0.8101 Redh0010 (00-1F-45-7E-56-80) Rediands Accept 206032
20772011 01:47:22 PM 10.0.10.50 10.0.8101 [RedNO0S0 (00-1F-45-7E-66-E8) Rediands Accept 206032
1210772011 01:47:16 PM 10.0.9101 RedNOOS0 (00-1F-45-7E-66-E8): Rediandis Accept 208032
12072011 122213 PM 10.0.40.50 10.0.9101 Redh0054 (00-1F-45-7E-BA-45). Reclandhs \ecept 206032
1200772011 12:22:06 PM 10.0.9.101 Redh0054 (00-1F-45-7FE-EA-45). Reclandhs Accept 206032
12007/201 1 09.29:16 A 10.0.10.50 10.0.8.101 [Rech0010 (00-1F-45-7E-5B-60): Redlandns wecept 206032
110077201 1 09.27:58 A 1001043 10.0.8.101 Redh0010 (00-1F-45-7E-56-60): Redlandhs Accept 206032
11/07/201 1 09.27.52 A0 10.0.8.101 00-1B-21-54-A8-00: Redlandhs. decept
11407 /20011 09:27:50 AM 10.0.8.101 RedN0010 (00-1F-45-7E-55-60) Rediands Accept 206032
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Application Visibility & Control...

= Flow Analysis (Netflow, Sflow,
Jflow)

- Commonly supported features give
good baseline information

= Application Layer flow analysis via
span ports (mirroring), network
taps and inline devices

- See the whole picture to Layer 7

= Don’t Forget your Virtual
Machines....

- Whole new hidden world contained
within the virtual switch

= Usage can be dynamically mapped
back to the user

12 ©2011 Enterasys Networks, Inc., A Siemens Enterprise Communications Company — All rights reserved




The Ultimate BYO Network 2y enferasys

= QUESTnet ©

¢ Wi

“ A=  Queensk

- Educat
‘

Science «
Network

QUESTnet
= WLAN, Vendor Network, AV network, Network Management LAN

= A few choice pieces of information
- 1.8 Million flows per day

- 33 Unique conversations per second
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3 onfiveaye’
QUESTnet o ;l-l-n Metwerke
= Yesterday afternoon over half of all bandwidth consumed was done
by....
BitTorrent
Top Applications (Total Bytes) @8
Zoom: max 2011-Jul-13, 10:58 - 16:58
Remaindar  SecurityProtocol IPS...
m Web. SecureWeb mother Web. Mi=c
800000000
E
3
@ |
'W‘\JJ
12::[](} 13:00 14:00 15:00 16:00
View in Network Activity
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QUESTNet
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= Busiest Network segment....

Top 10 Source Network Results By Total Bytes (Sum) D

57,147,333,779]
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QUESTnNet

= Strip out web browsing and.....

| Top 10 Source Network Results By Total Bytes (Sum)
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A new way to control? 9 ...... ol il

= The concept of cloud is being embraced.....
- Why not leverage to assist in network management & control?
- Intelligent Socially Aware Automated Communications (isaac)

O Humanize
=) the Enterprise™

|
Meet isaac, the industry’s first
I s a a c social media interface that
connects your IT network with
your social network

©2011 Enterasys Networks, Inc., A Siemens Enterprise Communications Company — All rights reserved
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= Over 1 Billion people use social media....
- When secured properly use this platform to enable control from anywhere
through Twitter, Facebook, LinkedIn and Salesforce.com

= |[saac offers a new workflow paradigm
- Traditional concept of helpdesk support procedure can be redefined

18 ©2011 Enterasys Networks, Inc., A Siemens Enterprise Communications Company — All rights reserved
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071111162240

SMlisaac i=aac
ETSMarcotte, Local Location Map: http:/tinyurl.com/6fp7m8b

071111162239

& 120

SMiisaac isaac
ETSMarcotte, 10.120.80.65 Graph: http:/inyurl.com/3slpmg7

071111162237

& 12 Jul

SMiisaac i=zac
ETSMarcotte, Corp Access Point 1 Graph: http:/tinyurl.com

/G8leajc 071111162237

& 120

SMiisaac isaac
ETSMarcotte, 1/3 User: chris SSID: CorpWireless Location:

US/MA/Andover/2nd Floor MAC: 00:24:D7-77:6B:04 IP:

071111162235

& 120

SMlisaac isaac

ETSMarcotte, 2/3 10.120.80.127 Protocol: b/ig/n RSSI: -65 AP
Name: Corp Access Point 1 AP Serial: 10181002235H0000
071111162235
& 120y

= Tweets from key infrastructure

giving
- Device Health and Status
- System Alerts

Tweet to infrastructure to
- Find User
Report utilisation

Output distilled through existing
web solutions....
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Find User X and Map

Cortreller Bardwidth Utiization: EWG123

Show Current Utilisation
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Summary 9?"”.’.‘.’."."..

= Automation

- Automate Visibility and Control — The information already exists in several
disparate systems. Use tools to join the dots...

- Granular control of access increased security for unmanaged,
unmanageable and private/BYO devices on the network
= Reduced cost
- Leverage the efficiency gains through new and innovative devices
- Reduced OPEX through automated service provisioning
- No dedicated infrastructure required
- Leverages the same technology as for any other device access control
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