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Dedicated virtual Network Infrastructures
- for the Health Sector (and the rest of us)

- The next big wave?

QUESTnNnet 2011 Conference, Gold Coast, Queensland
Deputy Director Martin Bech, UNI+C / Forskningsnettet.dk
martin.bech@uni-c.dk
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A few figures about Denmark

. 55million inhabitants |~ """
— like Victoria Skagerak ?.Skagen‘:;_l -
« Area of 43,098 km?
— % of Tasmania j ﬁ;bmg \_ SWEDEN
» 7,300 km coast line A Kategat )

— number 17 in the world Arhus, £/ P B Er

* 443 islands (76 inhabited)

— but that’s no match for Australia

NRENSs and the Health Sector UN I.C
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Forskningsnettet (=The NREN)

NRENSs and the Health Sector

NORDUnet

NORDUnet

NORDUnet connections

bit/s

July 2011 3
NORDUnet traffic with Customers §
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+ Seasonal variations
» More bursts ’
» But general traffic only grows slowly
e (doubling in 3-4 years) |
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Why is our traffic not growing like the general Internet?
. Figure 2 shows the components of consumer Intemet traffic growth, Of the 20 exabytes per month
The grOWth IS a resu It of consumer Intemnet traffic that will be generated every month in 2012, nearly 50 percent is due lo
of two movements: fntemet video.
o . Figure 2.  Cisco's Global Consumer Internet Traffic Forecast
+ Existing internet
users use more 24,000
H B Internet Vi ™
bandWIdth [ | In!grr.e: C’gee: Irgi’\(l
.. M VoiP
« New users join or :g::nr‘(g:(:rr.m-.Jr.lr.anol‘..l;
sta rt. using new . mep =
applications 8 12000
A plausible hypothesis: & |
* Inthe NRENs, we ——
have run out of new = .
users o : QI
2005 2006 2007 2008 2008 2010 2011 2012
Source: Cisco, 2008
NRENSs and the Health Sector UN I.
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AARNet Unmetered and Metered Traffic, 2008 to 2011 YTD

2.000 200%

150%
= g
m —
c K
é’ 100% E
m [
= £
5 5
[+] | 1]
(= H I 50% o
8
(-]
@
2
[
o

0%

=aUnmetered mEm@Metered = Percentage Unmetered

3 UNieC




Titel pa slide

Users of the NREN

Universities

State research
institutions

Private research
University Hospitals
Local hospitals

Government
administration

Student residences

Trade schools/
Vocational schools

Schools

Forskningsnettet (DK)
Yes
Yes

Some
Yes
Afew
Scattered

Yes
Majority

Yes — but separate
network

AARNet
Yes
Yes

No

1

Still none
Few

Yes
Few

Independent schools

NRENSs and the Health Sector
July 2011 7

...

Hospitals and the NREN: Internet connection

Hospital A

The hospitals are
connected to the
NREN so everything
is fine?

The NREN

July 2011

Hospital B

NRENSs and the Health Sector

...

UNieC




Titel pa slide

Hospitals and the NREN: Data transfer

Hospital A Commercial connection Hospital B
o=
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The NREN
July 2011 NRENSs and the Health Sector B UNJ.C
Hospitals and the NREN: Services
Hospital A Commercial connection Hospital B
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The NREN
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NRENSs provide a lot of services...

Universities and Hospitals
research institutions

Basic Internet connectivity Yes Yes

Point-to-point connections Yes

Video conferencing Yes

Collaboration tools Yes

UCLP-type connections Yes

IPv6 Yes

Roaming services Yes

CERT and security Yes

GRID and Scientific Computing Yes

Media Libraries Yes

July 2011 NRENSs and the Health Sector T UNI.C

Why are they not just using the NREN?
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Beacuse every new type of
connection has to be
configured in the firewalls

NRENSs and the Health Sector
July 2011 12 UNI.C
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The challenge

kocal External
- network bocal
FW A
FWB|__
\
Hospital A Firewall rules (A) Firewall rules (B) Hospital B
UserA | e | .
""""""""""" Service B
NRENSs and the Health Sector UNI.C
July 2011 13 A AT P OB Rt B

Setup of a new connection

External
network \
FW A
FWB|__
\
Hospital A Firewall rules (A) Firewall rules (B) Hospital B
____________ Serv_i;:;_é_;\;;/ be
Userékerrc;i aéccess accessed by User A
UserA | e .
""""""""""" Service B
NRENSs and the Health Sector UN I .c
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Expiry of a connection?

=

FW A
FWB|__
\
Hospital A Firewall rules (A) Firewall rules (B) Hospital B
____________ Serv_i;:;_E_;»n»q;;/ be
Useré\exii ellaccess 7 accessed by User A
S vsera i

NRENSs and the Health Sector UNIeC

July 2011 15

Manual administration

* No problem for a single example such as this

* But, if a national network contains 50 firewalls and
just 10 common services are to be used across every
unit, the total number of rules is 12.250

* Most firewall administrators can’t say who is
responsible for every rule

Therefore: We need a system to keep track of all these
connections

NRENSs and the Health Sector UNIeC
July2011 16 DANMARKS ICENTER FOR UDDANNELSE DG FORSENING
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The Connection Agreement System (CAS)

+ All groups of users and all services are put into the
system by the users

» User A finds Service B in a large directory
» User A enters a request for a connection to system B

+ Both User A and the administrator of Service B
accepts the connection in the system

* The system generates rules which the firewall
administrators put into their firewalls

NRENSs and the Health Sector UNIeC
July 2011 17 DANMARKS IT-LENTER FOR UDDANNELSE DG FORSKNING

The Connection Agreement System (CAS)

. e
External
FWA[ ™
network — FWB|__
\
Hospital A Firewall rules (A) Firewall rules (B) Hospital B
____________ Serv_i;:;_é_;\;;/ be
Userékerrc;i aéccess accessed by User A
UserA | e .
""""""""""" Service B
NRENSs and the Health Sector UN I .C
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The connection agreement system

Everybody can find the services they need — and each
other

Eliminates the need for administering a huge number of
VPN tunnels

Establishes documentation of who ordered what
connection and how long it is supposed to exist

Simplifies security administration

A simple and inexpensive solution to a problem that is
common to all nation-wide health care systems

NRENSs and the Health Sector UNIeC
July 2011 19 DANMARKS IF-CENTER FOR UDDANNELSE FORSKNING

The technology works: In production since 2003!

The nation-wide Danish Health Data Network is based on
the Connection Agreement System

The idea has been adopted by a number of health
networks, most prominently the Swedish health network,
Sjunet and the Norwegian health network, but the actual
system was replaced by other solutions

Several other countries and regions are considering
implementing the Connection Agreement System

NRENSs and the Health Sector UNIeC
July 2011 20 DANMARKS ICENTER FOR UDDANNELSE FORSENING
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3 Main menu - Mozilla Firefox

Eiler Rediger s &3l  Bogmaerker  Funkkioner  Hiselp

qzl - |:> - l%] |::| @ “::l hktps: ffaftale, medoom.dkwalg. php

The Danish Health Data Network (HDN)

Logout
YWelcome Martin Bech
You have 2 new agreements awaiting approyval

UMNI-C administration

b Add a site
F Mew external site

b Edit external site

b _Edit a site

The Danish Health Data Network (HD
Lagout | Menu
All agreements for H:S
Show agreements for a single s\te:\ Hs Mew timestamp:
Notapproved Approved Expired
Agreement i
il 20030611154041-20  Expiration date: 0000-00-00 o ® QO TR
Server:  Arhus Amt NIP - Nationale Indikator Projekt Lone Kzrsvang 195.80.243.98 O pelets
Client: H:S Hsklient Johan Kjergaard 195.80.242.33
ﬁ‘éreeme”t 20030925153731-69  Expiration date: 2008-09-25 [e) ® O s
Server: Sundheds Portalen, sundhed.dk Sundhedsportalen Teamsite1 Ole Widriksen 195.80.245.1 [ pelete
Client: H:S H:5 redaktion til {teamsite) sundhedspartalen Gorm Mandsberg 195.80.242.34
Agreement i
il 20030925160840-70  Expiration date: 2008-09-25 o ® QO TR
Server: sundheds Partalen, sundhed.dk sundhedsportalen Teamsite1 Ole Widriksen 195.80.245.1 O palate
Client: H:S H:5 redaktion til (teamsite) sundhedsportalen Gorm Mandsberg 195.80.242.34
ﬁgreeme”t 20030925160013-71  Expiration dats: 2008-03-25 O ® O wTTR
Server:  Sundheds Portalen, sundhed.dk Sundhedspartalen Teamsite2 Ole Widriksen 195.80.245.2 ¥ boicte
Client: H:S H:5 redaktion til {teamsite) sundhedspartalen Gorm Mandsberg 195.80.242.34
ﬁ‘greeme”t 20030925161081-72  Expiration date: 2008-03-25 [e) ® O  sH
Server: Sundheds Portalen, sundhed.dk Sundhedsportalen Teamsite2 Ole Widriksen 195.80.245.2 [ pelete
Client: H:S H:5 redaktion til {teamsite) sundhedspartalen Gorm Mandsberg 105.80.242.34
ﬁgmwe”t 20030925161315-73  Expiration date: 2008-03-25 [e) ® O HTTES
Server: Kebenhavns Praktiserende Legers Laboratarium KPLL Miels Hornum 195.80.243.75 O pelete
Client: H:S HSKlient Johan Kjzrgaard 195.80.242.33
Agresment
Ng‘ 20031116092724-144  Expiration date: 2008-11-18 o) (o] O HTTR
Server;  Sundheds Portalen, sundhed.dk Sundhedsportalen WXC Ole Widriksen 195.80.245.6 Fl peiern
NRENSs and the Health Sector UN I.C
July 2011 22 DANMARKS T-CENTER FOR UDDANNELSE DG FORSKNING

i UNieC



Titel pa slide

Filer Rediger Wis GEtl Bogmaerker  Funktiomer  Hizlp

Provides an audit trail

& 80

3 [ ttpsisftels, meccom cifvistiysifeaer php

B~

The Danish Health Data Network (HDN)

Logout | Menu
TESTLOKATION-aarhus new agreements

agreement no: 20050906085541-590
TESTLOKATION-Lyngby -video
Server:

videostander.uni-c. medcom, 195.80.242 114, Alle-hgje-porte

Contact:
TESTLOKATION-3 administrator

Comment: UMI-C test regel - til videokonference test (H.222 mv)
TESTLOKATIOM-Lyhagby-videno has deleted the agreement

O Dpelete agreement

Kommentar:

TESTLOKATION-aarhus
Client:
videotest, 195.80.243.70

Contact:
Lennart Sorth, tif.: 35878889

15-03-2006 12:58:26: Lennart Sarth Godkendt
okidokey
2-11-2005 14:18:35: Anders Mundt Due Godkendt
Nogen i Arhus i godt lige sige ok ;-
21-11-2005 14:08:06: Martin Bech Godkendt
22-03-2006 10:13:29: Lennart Sorth Fortrudt
22-03-2006 15:26:47: Lennart Sorth Fortrudt
31-10-2005 14:11:31: Anders Mundt Due Godkendt
6-09-2005 08:55:53: Lennart Sarth Aftale oprettet
B-U9-2UUD Udidbidds  Lennart Sorth Hodkendt
Lad os nu teste H.323 ml Lgb og Aarhu:
6-09-2005 08:59:143: Lennart Sorth Godkendt

agreement no: 20051007135219-639
TESTLOKATION-Lyngby-video
Server:
videostander.uni-c.medcom, 195.80.243.114, Polycom-WDO-KONF

Contact:
TESTLOKATION-3 administrator

TES NRENSs and the Health Sector
O Delsdtbraement 23
Kommentar:

heltfint, den erjeg ogsd med pa 1]

TESTLOKATION-aarhus

Client:
videotest, 195.80.243.70
Contact:
Lennart Sorth, tif; 35878889
20: Lennart Sorth Godkendt
skidokey
22-03-2006 10:13:44: Lennart Sarth Fortrudt
7-10-2005 13152129 Dan Manster Aftale oprethet

Networks and connections
are shown in black

Access control is shown
in red

.NO

Inberconnect

Works with different
network topologies

.EE

Hospitals

Hospitals

International
Interconnection
Foint

NRENSs and the Health Sector
July 2011 24
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What does the health sector use the Health network for?

» All sorts of research projects

» Overseas connections

» Video conferences

» Service providers

* External labs

* Equipment service partners

» And indeed for health care, too...

NRENSs and the Health Sector UN |.C
July 2011 25 DANMARKS I-CENTER FOR UDDANNELSE DG FORSENING

i Internet project: Services

Qe - DR R el L - PSS IR = - 3
e e oo —

* Web accesss

e Teleconsultation

* Videoconference

e Collaboration Platfoﬁﬁ

‘o National Health Portal |

T
" NRENSs and the Health Sector UNI.C
July 2011 26 DANMARKS I-CENTER FOR UDDANNELSE DG FORSENING
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Sundhed.dic .

Sundheds-
datanettets
knudepunkt

[\

DS cache og
server

@ Fonioenysiem

Internet

O vwnQ

Dan Net

July 2011 27

NRENSs and the Health Sector

DANMARKS I-CENTER FOR UDDANNELSE DG FORSKNING

UNIC

Router
testiokation-1

10.73.03

19580242 0027
Uni-C testokation

JulyZ2011 28

195802401

Conc.-1

L

T

130,208 4208

185.80.240129 a.ns.medcom
195.80.2401 31 b.ns.rmedcom

OME

.medeom - domanet

AN

Firewall

B-type

185680242 64127

e
ARe..,

A, B oo C angiver forskellipe tlzhutnings metoder:

NRENSs and the Health Sector
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Traffic volumes

SDN trafik statistik (Kbytes pr. maned)

HHHHHHHHHHHHHHHHHHHHHH|H
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Message-based data exchange on the
Danish National Network: >3 million pr. month
1300000 g
1200000 - "" .;,";.' Prescriptions
o1 2yl 90%
1100000 et
£ 1000000 i :'-‘_' Disch.letters
g 900000 Lnlp {84 21" " loall 88%
g 800000 Lab.reports
@ 700000 - 96%
g 600000 -
E 500000
400000
300000
200000 Referrals 61%
100000 -
0 e == Reimbursementy
92 93 94 95 96 a7 98 99 20 =]} o2 o] o4 o5 o] 9%

Direct benefits for the health sector

* Access to a network infrastructure far superior to what
they used to have

* Aot of the barriers inhibiting collaboration are gone

» Sharing any ressource is now only a question of
authorization — not a technical problem

» Cheaper, safer, more secure and better documented
network usage

* A more efficient market for service providers
* The network compensates for shortage of specialists

NRENSs and the Health Sector UNIeC
July 2011 32 DANMARKS IT-LENTER FOR UDDANNELSE DG FORSKNING
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NRENSs provide a lot of services...

Universities and Hospitals
research institutions
Basic Internet connectivity Yes Yes
Point-to-point connections Yes
Video conferencing Yes
Collaboration tools Yes
UCLP-type connections Yes
IPv6 Yes
Roaming services Yes
CERT and security Yes
GRID and Scientific Computing Yes
Media Libraries Yes
July 2011 NRENSs and the Health Sector o ot UNJ.C
The Health Data Network provides:
Hospitals
Basic Internet connectivity No
Video conferencing Yes
Collaboration tools Yes
Lambda networking Not yet
IPv6 If needed
Roaming services Yes
CERT and security Yes
GRID and Scientific Computing Yes
Media Libraries Yes
July 2011 NRENSs and the Health Sector . UNJ.C
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Why separate traffic using CAS when we have layer 1,2,...7

* What about suppying each connection in a port on the CPE
switch/router and the use whatever technology you have available to
separate the traffic in the backbone infrastructure?

» Then you would also need something provide a user interface to
control the connections: DRAC (like in Canarie and SURFnet),
OSCARS (like in the USA), Cisco and other MPLS vendors supply
software to control MPLS installations, AutoBAHN (like in GN3)

NRENSs and the Health Sector UNIeC
July 2011 35 DANBMARKS IT-CENTER FOR UDDANNELSE 0G FORSENING

Why don’t we just use the network for traffic separation?
Traffic separation using User control with

—~\\ VLANs OSCARS

MPLS DRAC
i L2TP AutoBAHN

DWDM MPLS Tunnel Builder

S ‘/m\\\\

~\\\\\\\§\\§\\
1~ I
IS \
SN A FireWall :l
! ~\\\\\\§\\§\\ —~
B ERN====
{ | — a =

18 UNieC
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Can we generalize this approach?

Mega-science has it all:

» Separate A-connections
+ Dedicated GRID-clusters
» Services hardened to tolerating being directly on the internet ¥

July 2011

NRENSs and the Health Sector UNI.C

DANMARKS I-CENTER FOR UDDANNELSE DG FORSKNING

What do researchers with more modest budgets do?

Een proteomische snelweg Din voorstel betrolt daarcm sen B ————.

OrNSA L 20 EPAEAT UL ESEIAING VA B0 M ML
| Dr.Johan Renes i LB che S, Pt skt pat SEmtrorTtri St sl rechl:
WOrdn vourZien als een verUIndIng SRS IEIDEN LOL MER INZKNT N 0
o . o van hat s hat
Universiteit van Maastricht, Syddansk Universitet Eurepase GEANTZ notwerk nase weteelien on g slectewss dod-
(University of Southern Denmark) ot RO RDUNGE network in Denes cilan, resulterend in oen divper
. . marken. Er 2 reeds Degrip van de van
aarmee sy o * b
BNgen 60 Riouws veDInGInGEn Tul-  (evel van chostas

i < = = e e
S - L., v
W -  »
R A y
= - g Ty 5
“y .. v
P4 .
» =
= — 7
- . h
& I —
#
N A Proteomics Highway
\ Dr. Johan Renes
NRENSs and the Health Sector UNI.C
July 2011 38 DANMARKS IT-CENTER FOR UDDANNELSE 0G FORSENING
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In Europa zal in de nabije toekomst
de grootste belasting voer de ge-
zondheidszorg worden veroorzaakt
door obesitas en eomplicaties al
gevoly van obesitas. Dit zal leiden
tot extreem hoge kesten in de ge-
zondheidszorg

De Universiteit van Maastricht (UM)
heeft in Nederland en ook in Europa
een leidende positie in het onder-

zoek naar stofwisselingsstoomissen.

Proteomisch onderzosk naar deze
onderwerpen, en specifiek naar
obesitas, wordt uitgevoerd bij de
vakgroep Humane Biologie van de
UM, Om een dispgaand inzicht te
krijgen in het verband op molecu-
lair niveau tussen obesitas en obe-
sitas-gerelateerde stoornissen zijn
echter geavanceerdere proteo-
mische technieken nodig

In diat verband werd mi een
Netherlands Genomics Initiative
Horizon Fellowship toegekend
woor een bezoek aan de Pratein
Research Group (PRG) aan de
Syddansk Universitet {USD) in
Odense n Denemarken

Dit laboratorium is een wereldleider
met betrekking tot het toepassen
van baanbrekende massa-spectro-
metrie technieken in biclgisch on-

egevens van lomende en toe-
komsticie onderzoeksorolecten
overweldigend zijn. De huidige
verbinding en zin niet in staat em

derzoek. Daar heb ik pert
opgebouwd op het gebied van
geavancee rde massa-spectrometrie
(LC-MSMS) en innovatieve instru-
menten in de bioinformatica. Deze
expertise heb ik toegepast in het
onderzoek naar de proteinen in de
celwanden van vetcellen

Dit enkele bezoek resulteer de alin
een enorme hoeveelheid gegevens
En aangezien ik een vruchtbare
samenwerking met de RPG heb
opyebouwd, zal de hoevee heid

©dense Denmarkc

deze hoeveel flicidnt te
transporteren. Een lichtpad tussen
de USD en de UM is daarom nood-
zakelljk voor een gestroomlijnde
voortzetting van het huidige onder-
zoeksproject waarin onderzoekers
van beide instellingen zullen

sam enwerken

understan
betweer

ometry
ical research

2 in research
dipocyte membrane proteins.

NRENSs and the Health Sector
July 2011 40

projects will be

srwhelming. It is not possible
to transfer these amounts of dat:
urrent connec
nection be-

twe the UM is thus

necessary for a streamling

the current rese

The proposal therefore describes
lightpath on between the
UM and the USD. The lightpath is
tion from the

ect

envisaged as a conr

SURFnet netw

GEANT2 network to the NORDU
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Connecting two research resources

Lab A Lab B
Analysis
! lequipment i ; Scanner :

NRENSs and the Health Sector UNIeC
July 2011 41 DANMARKS IT-LENTER FOR UDDANNELSE DG FORSKNING

Connecting two research resources

Scanner

Analysis
equipment

Too expensive and unflexible

NRENSs and the Health Sector UNIeC
July 2011 42 DANMARKS IT-LENTER FOR UDDANNELSE DG FORSKNING
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Connecting two research resources

Analysis
equipment ¢

Not safe: Equipment will be hacked and connection is not secure

NRENSs and the Health Sector UNIeC
July 2011 43 DANMARKS IT-LENTER FOR UDDANNELSE DG FORSKNING

Connecting two research resources

Lab A Lab B
Analysis
! lequipment 4 i ; * Scanner :
§ LEw | L FW 4 E
Using firewalls:
Works, but unflexible and time-consuming to set up each time
NRENSs and the Health Sector UNIeC
July 2011 44 DANMARKS I-CENTER FOR UDDANNELSE DG FORSENING
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Connecting two research resources

Lab A — Lab B
. |Analysis
! lequipment i 5 * Scanner E
| | Internet : i
§ L rw | s FW 4 i
Using the Connection Agreement System:
Flexibility by user configuration
NRENSs and the Health Sector UNIeC
July 2011 45 DANMARKS IT-CENTER FOR UDDANNELSE DG FORSENING

Have we now solved all problems?

YES - Once connected, new connections are operational almost
immediately

YES — We can now manage the increased complexity of the
explosion of many types of connections between
organizations

YES - A light-weight alternative to dedicated lambda connections
(no cost, immediate set-up)

YES - Local security administrators can let their users do the
administration and documentation of their security
components

NO — Network interoperability does not guarantee working
interoperability of services

NO — The present system does not offer any means for identity
management of users (yet...)

NRENSs and the Health Sector UNIeC
July 2011 46 DANBMARKS IT-CENTER FOR UDDANNELSE 0G FORSENING
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Lightweight version of dedicated circuits

« Easy to setup
« Easy to convince the users to try out

 Traffic statistics will show whether they actually
need dedicated bandwidth, or just the security of
a closed connection

* Not a competitor to dedicated circuits,
* but rather a lightweight testbed
« and even a marketing tool for dedicated circuits

NRENSs and the Health Sector UNIeC
July 2011 47 DANMARKS ICENTER FOR UDDANNELSE FORSENING

Direct benefits for the NREN and its users

* The same network infrastructure can be used by more
users

» Also more users to share the costs

» Lightweight way to service users in need of dedicated
connections

* Help demonstrate the need for dedicated connections

» The services on top of the basic network may in some
instances be re-used for the health sector

NRENSs and the Health Sector UNIeC
July 2011 48 DANMARKS ICENTER FOR UDDANNELSE FORSENING
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£

(=) http://bne-b-casl.aarnet.net.au/

AARNet pilot test of CAS

¥ Agreementsystem for the Health-Data-Network

* Never mind the actual system
— it is the idea that matters

* | hope this inexpensive piece of
infrastructure will help you bring more
value to more user groups

* | have "sold” the concept to the AARNet people — why waste your
time now?

* Only if you participate in the pilot with your firewalls and propose use
cases will this project move forward and get a fair evaluation

» Talk to your local freindly AARNet people
— especially Mike Rebbecchi

The rest is up to you: Go connect!

Username:

Password:

¥ See availability of the Health-Data-Network

NRENSs and the Health Sector UN |'C
July 2011 49 DANBMARKS IT-CENTER FOR UDDANNELSE 0G FORSENING
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