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Advanced Malware Protection
as a Cloud Service
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Why Use Big Data for a Security
Service?

Because the traditional way is broken
» Industry Average detection rate is ~40%
» Ask yourself - when did this infection really occur?

Security threats have moved on

» 300 million new pieces of malware released in 2011
» ~75% of attacks are seen only once

» Have lifetimes measured in hours or days

Static tools and Manual Responses are
Inadequate

Malware Defence is a Data Analytics Problem
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= The Vulnerability Research Team has been
organising attack data for years

= There’s no manual way to maintain over 20,000
individual rules

= The VRT built an automation system to stage
OSes and Threats and generate rules

= This is why Sourcefire has been the top of the
NSS Labs IPS Protection Performance rankings
for the last 4 years
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Big Problems need Big Data

Look at the problem from a data point of view
» If you can see it, you can control it

Design a collector /
> Lightweight Endpoint fIPeCLDUDm

» Sensor for the Network

Build a flexible back-end
» Scaleable, Elastic, Centralised, Adaptable

Analyse the data on a massive scale

» Mapreduce, Hadoop, Mongo and Riak

» Look for patterns

» Create Baselines ‘ S(IIHBEfiTe'




FireCLOUD and FireAMP

= What data is fed into the cloud
» SHA256
» Fuzzy SHA
» Machine Learning Fingerprint

= Now that we have the data we can:
» Determine malicious files even if we seen them once
» Have complete file histories
» See Patient Zero
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Collective Security Intelligence

Global Visibility Through Open Community
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Private & Public
Threat Feeds

FireCLOUD™ |
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Honeypots

50,000 Malware
Samples per Day

Advanced Microsoft
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AEGIS™
Program

Snort® & ClamAvV™

& Industry Disclosures

Open Source
Communities

Machine Learning and Decision Trees

Engines

One-to-One

Generic Signature Engine
Machine Learning Engine
Advanced Analytics Engine

Fuzzers
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Interchangeable
Upgradeable
Evolving
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Example:
The Drop Kick Engine

= New Engine introduced without connector
update

= Uses Parent-Child Information to predict if a file
IS malicious

= Also applied to white-listing

= Dropkick identifies 1% additional Malware daily

» Industry average for a new engine performance is
0.25%-0.50%

= |t also whitelisted an additional 4,762,600 files in
it's first 3 weeks
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History and More History

Massive data sets
» Complete history yields Business Intelligence

Trends
» Bring structure to all this data

Retrospective analysis
» Actionable Data
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File Trajectory :
The File Flight Recorder :

What systems were effected?

What is the point and method of
entry?

What do | know about the threat
Can | stop the outbreak quickly?

File Trajectory for b0e1d4e24373cb7945c5630829c2c53954bed1617a636cadec2cab604705b4ac.

Visibility _ Entry Point
First Seen June 8, 2012 at 13:50 Erm-). Pmt
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File Analysis

Sourcefire VRT Powered Insight | -

[ ]
SourceFire Threat Analysis for e7337744b755cc039f32348a645ac4cdac01fecd4f4725403e2b7d677e7Cc3C245

What systems were effected?

What is the point and method of
entry?

What do | know about the threat?
Can | stop

the outbreak quickly?

© Printf formatting strings found in y and binary data

© Binary contains paths to debug symbols

@ Queries a list of all running drivers
o qsiacius i Hak f u FSukng ReCE saads

Understand the ﬁé—l
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© Creates temporary files

vilalavilTliiolivo

© Performs DNS lookups
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File Reputation
FireCLOUD lookup on files
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user
device

REPUTATION | file
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URL
domain

Event
Stream

fireCLOUD™

Lookup the sha256 to the fireCLOUD and get result.

204.180.12.4 > 10.1.1.4 23a56c..c42b Adobe/PDF
206.44.1.60 10.2.4.7 2a64na..34b2 MS/Word Defense Center
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Retrospective Alerting

FireCLOUD convicts & alerts customers

user
device
REPUTATION file
FireCLOUD knows the el
SOURCEfre o Bl

Dashboard Policies Computers Analytics Outbreak Control Accounts

1043 detections (

File Analysis: ca66fe4f11d4ce764f9348beadebde18a57f9da928fe381d434a9de2882d1bb1

File Analysis Details
SourceFire Threat Analysis for cab6fe4f11d4ce76419348bea%ebde18a5719da928fe381d434a9de2882d1bb1

|+ General information ] Downloadable fles:

o Printf formatting strings found in memory and binary data
o Contains long sleeps (< 2min)
o Creates windows services Captured network traffic:

Captured screenshots:

o Performs DNS lookups

o Creates a mutex to recognise infected hosts

o PE file i ctions with dard names
o Entrypoint lies outside standard sections

o dlare (10D hankel
Adobe/PDF, Is now classified malicious. ee—
Defense Center

@ Defense Center holds a

IPs receiving this file: | TUEDA0 > Bdl EGeeih Ag;he/dPDF I f|ngerpr|nt record of
XXXXKX XXXXXX XXKXXX XXXXXX 4D 5 DA SR E AT

Potential users affected: |\_/| previously seen files
bsmith/domain, jsharp/domain M
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[ Launch File Analysis]
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Overview JEUGEINEEN Policies Devices Objects | FireAMP

Connection Events Intrusion » Events Hosts v Users v Vulnerabilities v Correlation v

Impact to Destination

Drill Down of Impact and Destination » Drill Down of Source and Destination IPs » Table View of Events » P

No Search Constraints (Edit Search)

Connection Events Hosts  Applications  Application Details ~ Servers  Host Att

Host:

Hostname
NetBIOS Name
Device (Hops)

MAC Addresses (TTL)
Host Type

Last Seen

Events

Intrusion Events
Current User

Operating System »

mango (1)
{VMware, [n

Host

a0 16:06:05

View

Version

Generate White List Profile

2000, %P, Server

~ Impact Fiag Iniine Result P Message
Application Protocol
1 o @ ¥ SPECIFIC-THREATY ~ i
Epae . - G tep 1077 pending
1 ¥ 110.21.8.230 seeCIFICTHREATY % e
2 ¥ 50.11.8.114 BAD-TRAFFIC dns
2 ¥ 10.21.11.203 BXpLOIT oracte sd APPIICations i
2 ¥ 130.1.8.114 BAD-TRAFFIC dns | [ARRISSUSO SYStEE0) Slies mm{
2 ¥ o 30.11.8.114 BAD-TRAFFIC dns Lo s |
2 ¥ 10.21.8.114 BAD-TRAFFIC dns Soeale Sooen
2 ' 30.21.8.114 BAD-TRAFFIC dns Google Safsbrowsing
2 ¥ 50.21.8.114 BAD-TRAFFIC dns L e
2 w 70.1.8.114 BAD-TRAFFIC dns HTTP Internet Explorer obe Software
2 ' 70.11.8.114 BAD-TRAFFIC dns HTTP Internet Explorer 6.0 Atam
2 ¥ 10.1.11.203 EXPLOIT Oracle S HTTR 6.0 Blogger i
2 ¥ %10.11.11.203 EXPLOLT Oradie S HTTP Dropbox
2 ¥ 10.1.8.114 BAD-TRAFFIC dns HTTP Facebook i i
2 ¥ 10.11.8.114 BAD-TRAFFIC dns HTTP Chrome Google i
2 ' 70.21.8.114 BAD-TRAFFIC dns HTTP Internet Explorer 6.0 Gaoagle
2 ¥ 150.1.8.114 BAD-TRAFFIC dns HTTP Chrame 15.0.874.120 Google APls L a
2 [ 10.11.8.114 SPECIFIC-THREAT! HTTP Internet Explorer 6.0 gle APls ;|
Last login on Tuesday, 2012-05-22 at 20:06:53 from unknawn.tsg.sourcefire.com i F— e A ,
HTTR 6.0 gogle Analytics

Only Sourcefire delivers complete network visibility in one appliance
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Summing Up

= Big Data is a completely new way to tackle
Malware

= |[nformation Superiority creates actionable data
to help with security incidents

= New ways to visualise this data gives new
Insights into the attack and how to recover
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Thank You

Sourcefire Gartner
Newsletter

Achieving Information
Superiority through the
Power of Big Data.
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