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| The Web Presence Demand




The Web Still Grows —— 1

iTrust

INTERNET USERS

2006 1.2B Internet Users
18% of 6.5B people

2011 2.4B Internet Users
35% of 7B people

KPCB 2012

Paﬂta CLRITY

Huge potential for the mobile web

iTrust

6.1B

Smartphone  Mobile Phone
Subscribers  Subscribers

KPCB 2012

Paﬂta CLRITY




Tablets - are the chosen platform

iTrust

O Phone IPod

Global cumulative shipments M

0 2 3 4 5 6
Quarters after launch KPCB 2011
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| The Need for Effective
Web Application Security




of ALL threats target
the Web Application layer

Gartner

of organizations
hacked in the past two years
were breached via insecure
web applications

Ponemon Institute




(o) .
387 of companies spend more on coffee
than on web application security.

Ponemon Institute

If you spend more on coffee than on IT security,
you will be hacked. What's more, you deserve
tO be haCkEd. — White House Cybersecurity Advisor, Richard Clarke
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IBM X-Force 2012
Trend & Risk Report

dilvi3ad 9Im

SQL Injection
continues to
be favorite
attack vector
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2011 Sampling of Security Breaches by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type Bethesda
SQL Injection Softwwe
URL Tampering Norewon
'ox News ‘F
Spear Phishing X-Factor

SecurelD

Size of circle estimates relative impact of
breach in terms of cost to business
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“ Are Your Credit Card Details Safe ?
George Friedman CEO
BS T RAT F OR “our website had been hacked and our

GLOBAL INTELLIGENCE

customer credit card and other
Subscription based provider of  information had been stolen”

geopolitical analysis

THE AUSTRALIAN*

Dec 29 2011 ...
“credit card details of MP Malcolm Turnbuill,
and David Smorgon have been published on the

internet”
... tens or hundreds of thousands of people whose
customer information was stolen... The big four

Australian banks, BHP Billiton and energy giant
Woodside Petroleum were also caught up in the
breach. Foreign casualties include the US Army, the
US Department of Homeland Security, Air New Zeala
nd, the NZ Department of Prime Minister and Cabin
et, Apple, Google, American Express, Microsoft,
Coca- Cola, Boeing and Sony.”
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Security Advisory

Ve have reset the passwocds of Gamedrena and Games Shop customers, afler the stes were victims of a hacking altack

nfoematicn that might have deen cblaned was knted 10 BigPond Games usernames, the emal address used 1o join the ste and
e encrypied GameAsena and Games Shop passwords

Ho fmancasl or credt card datais weore kept oo the stes.

Vhie your password for access 10 e s8e has been changed, and the new password has been emadied 10 you, we
entourage you to chanpe £ 2t any other sfe where you might have used the same password

Tekstro BigPond Broadand password cetals, used Rr gaMes SEIVICE 36Cess, have not been affecied

M yeu have nad ceceoived an emsl voth your new passweed,

THE es22 AGE Hackers hit Telstra site: 35,000 affected May 24, 2012
The Office of the Australian Information Privacy Commissioner, Timothy Pilgrim said in a statement

"These incidents highlight the importance of businesses ensuring that they maintain the most up to date
security systems to ensure the protection of the personal information they hold about customers,"

"Having appropriate levels of security is a requirement of the Privacy Act."
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400,000 Yahoo accounts reportedly hacked, e
published online “
Jul 12, 2012 o

“...the breached appeared to be a SQL
injection attack to extract the sensitive
information from the database.”

» | em—

G:) ﬁ d33ds.co htips://d33ds.cofarchive/yahoo-disclosure.txt

_ =g

703: lnemr .net:gcgod

704: efyahoo.com:mercadona S R e e aEs

705: 6facl.com:Slayerlé ¢ [ - Owned and Exposed - ] $

T06 = yahoo.com:softiink $ Brought to you by the D33Ds Company #
$ $

707 lﬁa-ol.com:nﬂnulgﬂﬂ $ Target: <censored>.yahoo.com 3

TOB: Raocl.com: YEllﬂW?? $# Method: Union-based SQL Injection $

709: umbe. edu:ndngpy27 $ £

710 23fhotmail.com:tyler FEFEFESRSRRRSELERERRRRRFESRSRESEIEIAE4S

71l gcs.com:love

T12: ‘fhotmail .com: indigo

Pentacccunny 14

Reported Privacy Breaches in US via Hacking 1|

Reported Breaches Source: “www.privacyrights.org”
2012
OTAL Privacy Breach recorded as data
useful to identity thieves such as
" 2012 social security, account, credit
EDU
card numbers
(3 5‘0 1(;0 150
Records Taken EDUCATION SECTOR :
2012
20% total reported
TOTAL 60% total records
W 2012
EDU
(; 500,‘000 1,00(;,000 1,500,000

Pantascuamy .




The Cloud Computing Enabler mus;'r

The Criminal Cloud
Criminc ng cloud computing to share

“..... cloud computing makes
available a well-managed,

e reliable, scalable global
O enology Review infrastructure that is,

unfortunately, almost as well
suited to illicit computing
needs as it is to legitimate
business.”

PEﬂfB::';:L_.';_.-.- ATY .
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The Protection:
Web Application Firewall




Web Application Firewalls

iTrust \\

PORT 23 Close
\ PORT 80 Open

Firewall Web Server
Web Application Firewall

* Protects against web attacks
* Prevents leakage of personal, confidential, and/or proprietary information
* Enables regulatory compliance

Pantascuamy .

Network Firewall, IDS/IPS, or WAF

WAFs protect the OSI 7 (Application) Layer

iTrust \\

OSI 7 Layers Protection Device

7. Application Web Application Firewall
5 * Based on White-list Signature
« Detect highly sophisticated attacks and encoded traffic
- « Detects unknown attacks
[ 6. Presentation ] « Analyzes not only protocol, but also context

» Y
( 5. Session j
P

Intrusion Detection / Prevention System
» Based on Black-list Signature

kia 4. Transport J_’ « Detects by comparing the pattern of the attack
signature with network traffic
« Cannot detect unknown attacks

3. Network

@

Network Firewall

« Allows/blocks the specific port of the specific IP
ol bandwidth

« Does not have attack detection ability

[ 2. Data Link

I

[ 1. Physical

=/

Penta:xu ATy WAPPLES Introduction & the Future 19




Open Web Application Security Project

OWASP

The Open Web Application Security Project

O ASP Top 10 010 D P A
Al: SQL Injection v
A2: Cross Site Scripting (XSS) v
A3: Broken Authentication and Session Management v
A4: Insecure Direct Object References v
A5: Cross Site Request Forgery (CSRF) v
A6: Security Misconfiguration v
A7: Failure to Restrict URL Access v
A8: Insecure Cryptographic Storage v
A9: Insufficient Transport Layer Protection v v
A10: Unvalidated Redirects and Forwards v

WAEF is only solution to protect against OWASP Top 10 Threats
Pentacccunny 20
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\ WAF delivers compliance

Payment Card Industry Data Security Standard

Attorney General for Australia May 2 2012

“Australia’s privacy laws will be reformed to better protect people’s

personal information, simplify credit reporting arrangements and give new
enforcement powers ... The changes will be introduced into the Parliament in
the winter sitting period.”

Pantascuamy .




First Generation WAF

z - e Intélllligéent
Web Application Firewall Pattern
_Management
/-\ ;dmin
White List Access Control \ J /—\ | |
M " I l
Policy

Peantascunry

First Generation WAF

Specific to website
Needs constant updating
Wildcards exploited -

Best-effort attempt at
matching to known
threat only !

Not all signatures used !

Peantascunry .




Second Generation WAF

.r.".f\.
$ R e 4
. : : 5 Y & 0
Web Application Firewall e 4‘:}",<
o, nrd
& B /
e Automation
White List Access Control \ j i Policy
- —_ Setting
admin
Policy
Pantasccunry 24

Second Generation WAF

Learning process for whitelist
Web Applicatj Take weeks to “secure” website
Increased false positives

White List Access Control

L7 YN e Biackiist continue to grow
r

To maintain WAF performance
4 blacklist signature lists are
reduced !

Peantascunry .




Analysts Agree

“There is widespread agreement that advanced
attacks are bypassing our traditional signature-based
security controls and persisting undetected on our
systems for extended periods of time.

The threat is real.

You are compromised; you just don’t know it !”

Gartner Inc 2012

Pantascuamy
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Introducing WAPPLES

The Intelligent Web Application Firewal
The only 374 Generation WAF |




The only solution that delivers

iTrust \\\

Agility To Your Change website anytime
Web presence when you need to

The only solution that delivers

iTrust \\\

Agility To Your Change website anytime
Web presence when you need to

Protects your
No brand damage or legal liability

business

29




The only solution that delivers

Agility To Your
Web presence

Protects your
business

Protects your
customers

iTrust \\\

Change website anytime

when you need to
No brand damage or legal liability

Prevents private and

credit card data leakage

The only solution that delivers

Agility To Your
Web presence

Protects your
business

Protects your
customers

Secured Web
presence

iTrust \\\

Change website anytime

when you need to
No brand damage or legal liability

Prevents private and

credit card data leakage

Protects against all threats

known and unknown

31




The only solution that delivers

\
iTrust ),

Agility To Your Change website anytime
Web presence when you need to

Protects your
No brand damage or legal liability

business

Protects your Prevents private and
customers credit card data leakage

Secured Web Protects against all threats
presence known and unknown

Frees . _
No adminstration or 34 party testers

Resources

Pantascuamy .

WAPPLES: The Intelligent WAF

. . WAPPLES-1000 ‘..
e Iin Detection Buffer Overflow |
OO0 0000 o tin - l Rules Invalid HTTP | =

Application | HTML Parser || XML Parser |
Parsers

| SQL Parser | | Script Parser |

WAPPLES reassembles the payload
Of packets and applies rules to the i
HTML user context

| HTTP | | HTTPS |

[ Cryptographic Module ]

| TCP Flow Control |

| Traffic Filtering || Inline (Bridge) | | Monitoring |
| Bypass |
| Control Port ” Service Port (BaseTX, Optical) |
\_ J
Panmtacscunry 33




WAPPLES: The Intelligent WAF W

iTrust "\,

4 )
A . APPLES-1000 >
M- &5 Detection Buffer Overflow |
D00 000D o th = Rules Invalid HTTP | -
Application | HTML Parser || XML Parser |
Parsers

| SQL Parser | | Script Parser |

WAPPLES reassembles the payload
Of packets and applies rules to the i
HTML user context

(A

| HTTP | | HTTPS |

[ Cryptographic Module ]

| TCP Flow Control |

| Traffic Filtering || Inline (Bridge) || Monitoring |

Bypass

Control Por

Pantascuamy

WAPPLES: The Intelligent WAF 9

iTrust "\,

INTELLIGENT ENGINE AND RULE SET

Learning
URI

- Learning Allowed URI

i
D00 OD00 o Wi

Pantascuamy 35




WAPPLES: The Intelligent WAF

INTELLIGENT ENGINE AND RULE SET

Learning
URI

- Learning Allowed URI

Construction
Analysis

+ HTTP Construction
Analysis

Invalid HTTP

« HTML Construction

. Analysis ‘

Pantascuamy

L h | —
LICICICD CICICICD o W

WAPPLES: The Intelligent WAF

INTELLIGENT ENGINE AND RULE SET

Learning
URI

- Learning Allowed URI

Construction Website
Analysis Discernment
+ HTTP Construction - Destination
Analysis Discernment
Invalid HTTP URI Access Control
« HTML Construction * Policy (Rule List)

I Analysis ‘ Abstraction I

Pantascuamy

L h | —
LICICICD CICICICD o W
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h WAPPLES: The Intelligent WAF

INTELLIGENT ENGINE AND RULE SET

Learning Construction
URI Analysis

- Learning Allowed URI +HTTP Construction

Analysis
Invalid HTTP

« HTML Construction

. Analysis

Website
Discernment

- Destination
Discernment

URI Access Control

* Policy (Rule List)

Abstraction

Security Violation
Detections

« Collect Patterns for
Each Rule

+ Detection by Patterns

+ Detection by Rules (26)

SQL Injection ‘

Stealth
Commanding

Cross Site
Scripting

« Delivery of HTTP
Communication Contents
and Detected Reason

WAPPLES-1000

am

LA —

L0000 CICICIED o Wit

I

Pantas

or Rule
Rule —[

Policy —

iTrust \«

Logic Pattern Countermeasure

Logic Pattern Countermeasure

Logic Pattern Countermeasure
38

INTELLIGENT ENGINE AND RULE SET

Learning Construction
URI Analysis

- Learning Allowed URI +HTTP Construction

Analysis
Invalid HTTP

« HTML Construction

. Analysis

Website
Discernment

- Destination

Discernment

URI Access Control

* Policy (Rule List)

Abstraction

Security Violation
Detections

« Collect Patterns for

Each Rule

+ Detection by Patterns

+ Detection by Rules (26)

SQL Injection ’

Stealth
Commanding

Cross Site
Scripting

« Delivery of HTTP

Communication Contents
and Detected Reason

Countermeasures for
Security Violation

« Alteration
(Change of HTTP
Contents)

+ Redirection

* Returning Error Code ‘

+ Connection Closing

or Rule
Rule —[ Logic Pattern Countermeasure
T 3
WAPPLES1000 ™y
2 am .
m“rﬂlﬁjr‘y (9 [ [ l Policy — x
aamanan S TS - Logic Pattern Countermeasure
Logic Pattern Countermeasure

I

Pantas
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h WAPPLES: The Intelligent WAF

INTELLIGENT ENGINE AND RULE SET

\
iTrust ),

Learning Construction Website Security Violation Countermeasures for Detection

URI Analysis Discernment Detections Security Violation Log
- Learning Allowed URI +HTTP Construction - Destination - Collect Patterns for - Alteration + Recording Detection
Analysis Discernment Each Rule (Change of HTTP Log in DB
Contents)
Invalid HTTP URI Access Control + Detection by Patterns
+ Redirection
« HTML Construction * Policy (Rule List) + Detection by Rules (26)

Analysis Abstraction | +Returning Error Code
B Q B e WP )

+ Connection Closing

Stealth
- Commanding

Cross Site
Scripting
« Delivery of HTTP

Communication Contents
and Detected Reason

[ or Rule
Rule —[ Logic Pattern Countermeasure
WAPPLES-1000
3 ath i
,—:Hﬁ‘ﬁ ([ ][] Palicy — i
R Logic Pattern Countermeasure
Logic Pattern Countermeasure

\
iTrust ),

Security Policy
Management

Integrated

L
0g Management
1 !!E?D!E?Mlil!ib
" Integrated
P i Remote
LI o Management
or* “,@’ WAPPLES MS
'96 mn

-
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Secure your Internet Presence with Wapples

iTrusth,

SECURE YOUR WEB SITES

AUTOMATE THE PROCESS
NO SIGNATURES, UPDATES OR TESTING

SET AND FORGET

PROTECT AGAINST KNOWN AND UNKOWN
THREATS

TRUSTED AND PROVEN IMPLEMENTATION
OVER 1,600 CUSTOMERS

Pamtascunn 42

QUESTIONS ?

SECURE YOUR WEB SITES

AUTOMATE THE PROCESS
NO SIGNATURES, UPDATES OR TESTING

SET AND FORGET

PROTECT AGAINST KNOWN AND UNKOWN
THREATS

TRUSTED AND PROVEN IMPLEMENTATION
OVER 1,600 CUSTOMERS
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