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The Web Presence Demand 



The Web Still Grows 

INTERNET USERS 
 
2006  1.2B Internet Users 
18% of 6.5B people 
 
2011   2.4B Internet Users 
35% of 7B people 

KPCB 2012  

Smartphone  
Subscribers 

Mobile Phone 
Subscribers 

6.1B 

953M 

Huge potential for the mobile web 

KPCB 2012  
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Quarters after launch   KPCB 2011 

Tablets – are the chosen platform 

The Need for Effective   
Web Application Security 



   of ALL threats target  
the Web Application layer 

     Gartner 

 

75%

   of organizations  
hacked in the past two years  
were breached via insecure  
web applications 

     Ponemon Institute 

 

93%  



 
        of companies spend more on coffee 
than on web application security. 

Ponemon Institute 

 
If you spend more on coffee than on IT security, 
you will be hacked. What's more, you deserve  
to be hacked. — White House Cybersecurity Advisor, Richard Clarke 

88% 
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Hackers are still getting through  
IBM X-Force 2012 
Trend & Risk Report  
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SQL Injection 
continues to 
be favorite 
attack vector  



Dec 29 2011 … 
“credit card details of      MP Malcolm Turnbull, 
and David Smorgon have  been published on the 
internet” 
 … tens or hundreds of thousands of people whose  
customer information was stolen…         The big four 
Australian banks, BHP Billiton and energy giant        
Woodside Petroleum were also caught up in the       
breach. Foreign casualties include the US Army, the 
US Department of Homeland Security, Air New Zeala
nd, the NZ Department of Prime Minister and Cabin
et,  Apple, Google, American Express, Microsoft,      
Coca-  Cola, Boeing and Sony.” 

George Friedman CEO 
“our website had been hacked and our     
customer credit card and other                    
information had been stolen” Subscription based provider of 

geopolitical analysis 

Are Your Credit  Card Details Safe ? 

Hackers hit Telstra site: 35,000 affected  May 24, 2012 

The Office of the Australian Information Privacy Commissioner, Timothy Pilgrim said in a statement 
 
"These incidents highlight the importance of businesses ensuring that they maintain the most up to date   
security systems to ensure the  protection of the personal  information they hold about customers,"  
 
"Having appropriate levels of security is a requirement of the Privacy Act." 

Is your Customer/User data safe ?  



And Yesterday…..
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400,000 Yahoo accounts reportedly hacked,  
published online 
Jul 12, 2012 

“ …the breached appeared to be a SQL  
injection attack to extract the sensitive 
information from the database.” 

Reported Privacy Breaches in US via Hacking
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Source: “www.privacyrights.org” 

Privacy Breach recorded as data  
useful to identity thieves such as 
social security, account , credit  
card numbers 
 
 
EDUCATION SECTOR : 
 
 20% total reported 
 60% total records  

Reported Breaches 

Records Taken 
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The Protection: 
Web Application Firewall 



Web Application Firewalls
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Web Application Firewall 
• Based on White-list Signature 
• Detect highly sophisticated attacks and encoded traffic 
• Detects unknown attacks 
• Analyzes not only protocol, but also context

Intrusion Detection / Prevention System 
• Based on Black-list Signature 
• Detects by comparing the pattern of the attack 
signature with network traffic 
• Cannot detect unknown attacks 

Network Firewall 
• Allows/blocks the specific port of the specific IP 
bandwidth 
• Does not have attack detection ability 

Network Firewall, IDS/IPS, or WAF

19 WAPPLES Introduction & the Future 



Open Web Application Security Project  OWASP 

WAF delivers compliance 
 

   
Payment Card Industry Data Security Standard  
 
 
 
Attorney General for Australia   May  2 2012  
 
“Australia’s privacy laws will be reformed to better protect people’s   
personal information, simplify credit reporting arrangements and give new  
enforcement powers …The changes will be introduced into the Parliament in 
the winter sitting period.” 
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Learning process for whitelist 
Take weeks to “secure” website 
Increased false positives

Blacklist continue to grow  
To maintain WAF performance 
blacklist signature lists are 
reduced ! 



“There is widespread agreement that advanced  
attacks are bypassing our traditional signature-based  
security controls and persisting undetected on our  
systems for extended periods of time. 
 
The threat is real. 
 
You are compromised;  you just don’t know it ! ” 
 
      Gartner Inc 2012 
 

Introducing WAPPLES  
The Intelligent Web Application Firewall 

The only 3rd Generation WAF 
 
 
 



The only solution that delivers 
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The only solution that delivers 

29 



The only solution that delivers 

30 

The only solution that delivers 
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The only solution that delivers 
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WAPPLES: The Intelligent WAF
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Protocol 
Analyzer 

Application 
Parsers 

Detection 
Rules 

HTML Parser XML Parser 

SQL Parser Script Parser 

Buffer Overflow 
Invalid HTTP … 

Cryptographic Module 

HTTPS HTTP 

Traffic Filtering Inline (Bridge) Monitoring 

TCP Flow Control 

Control Port Service Port (BaseTX, Optical) 

Bypass 

WAPPLES reassembles the payload  
Of packets and  applies rules to the       
HTML user context  
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WAPPLES: The Intelligent WAF

39 



WAPPLES: The Intelligent WAF
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Comprehensive Management 
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Secure your Internet Presence with Wapples  
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QUESTIONS ? 
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