Wy Griffith  QUESTnet 2004
Wireless@Griffith Deployment

Project Management Case Study

All contents of this presentation remain the property of
Griffith University and may not be used without prior
authorisation from the Project Manager
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1. Introduction

« Invitation for Submission for the supply of wireless
technology to Griffith University was issued to all major
wireless vendors by the Project Team on 18 July 2003.

« Closing date for responses was COB 01 August 2003.

« Each vendor was allowed to nominate up to 2

resellers/partners to provide a written submission and onsite
presentation/demonstration in response to this request.
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Selection Process

Responses were received from the following nine (9) vendors:

HERTEL
VENDOR RESELLER aﬂm“
..... . Hewlett-Packard Ce
D-Link BES AT TEEE
Entera NEC
Proxim/3Com Lanlink Cisea Smymims
Nortel Networks Netstar
Extreme Network: Ericsson =
Cisco System: Getronic NETGEAR
m Netgear Leading Solution: =,
3Com 3Com .
acom
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Presentation Overview

« Selection Process

« Student Wireless Survey
» Wireless Security Model
« AP Deployment Process

« Marketing Wireless@Griffith

» Support Provisioning

« AP Monitoring/Management

« Looking to the Future
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Selection Process

Wireless@Griffith Deployment Schedule.

Milestone

Start/End Dates

Creation of Deployment Plan

23/06/2003 - 1810712003

Student Surveys & Analysis of Feedback

04/08/2003 - 05/092003

Invitation for Submission

18/07/2003 - 01/08/2003

Vendor Presentations

04/08/2003 - 15/0812003

Vendors Short-listed & Notified

18/08/2003

Supported Equipment Testing

22/08/2003 - 1071012003

Purchasing of Equipment

247102003

Deployment of WLANs

14/11/2003 - 2411202003

Testing and Management of Network

14/11/2003 - 241012004

Development of User/Support Documentation

22/10/2003 - 0110212003

Development of Promotional Material

01/12/2003 - 0110212003

CSO Wireless Support Training

22/10/2003 - 241212003

Further training, support, tweaking and tuning;

01/01/2004 - 3110312004

Close of INSS83 Project

3100312004

Initiation of INS621 Wireless Expansion Project

01/042003

Complete INS621 Wireless Expansion Project

01/04/2004 - 0171112004
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2. Evaluation Panel

Selection Process

The members of the wireless evaluation panel were:

Name

Position

Project Position

Thomas King

Team Leader, Network Services

Project Manager

David Renaud

Wireless Network Support Officer

Project Coordinator

Gary Galbraith Senior Network Support Officer Project Member
Vilo Jovel Senior Network Support Officer Project Member
Maziar Meshki* Project Officer External Project Member

Each vendor was provided with four (4) hours to showcase their wireless
solutions via an allocated presentation/demonstration timeslot.

Network and Communication Services

* Only involved in the process of determining the vendor short-list.
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3. Initial Evaluation Process

Aim:
To evaluate both the written submission and presentation supplied by

the nine (9) vendors who responded to our Invitation for Submission
and to be able to short list vendors based on this criteria.
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Criteria:

The evaluation criteria were specified in the Invitation for Submission
document, sent out to vendor’s on 18 July 2003. Criteria is as follows:

i)  Compliance with Compulsory Features
«  Interoperability

* Hardware Features

«  Software Features

«  Network Management Features
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Intro > Eval Panel >

ii)  Ability to Provide Desirable Features

«  Interoperability

*  Hardware Features

«  Software Features

«  Network Management Features

i)  Ability to Provide other Features/Value Added Services
i) Delivery Schedule

v) Pricing

Network and Communication Services

vi) Security

vii) Support/Warranty/Maintenance

viii) Demonstration of Wireless Solutions

ix) Product Roadmap for the Future

x) Case Studies of Previous WLAN Implementations

xi) Griffith Confidence in Vendor

Network and Communication Services
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Thorough examination of each submission by evaluation panel
members and formulation of questions to ask vendors

Meeting between panel members after each presentation, to

discuss vendor’s written submission/presentation and highlight
areas of concern.
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Additional clarification questions were raised with each vendor
and responses were collated.

To record the history of all communications between Griffith

University and Vendors, a communications spreadsheet was
created.
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Of the nine (9) written submissions NCS received from vendors,
a short-list of three (3) vendors was made.

The process of determining the short-list involved the evaluation
of both the vendor’s written submission and presentation.

Evaluation reports for each vendor’s written submission and
presentation were collated.
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After all written submissions and presentations were evaluated
by the Evaluation Panel members, a meeting was held between
all members to discuss the results of each vendors written
submission and presentation/demonstration and select which
vendors would be short-listed. Feedback from each evaluation
panel member was collated into a short-list recommendation
document.
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The final list of short-listed vendors was:

Enterasys (by NEC)

Cisco §
—— Cisco (by Getronics)

Proxim/3Com (by Lanlink)

.y

acom
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All vendors were emailed on 20/08/2003, informing them that
they had either been successful or unsuccessful.

For the benefit of each vendor, the project team also included

both positive and negative feedback regarding their wireless
solution .
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4. Final Evaluation Process
Aim:

To evaluate the wireless solutions for the three (3) vendors who
were successful in being short-listed for the supply of wireless
technology to Griffith University. The evaluation will enable the
selection of one (1) successful vendor, which meets the
requirements for Griffith University’s wireless networking
requirements.
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Successful short-listed vendors were required to provide
equipment for the purposes of performance testing and
further evaluation.

This included all equipment they referred to in their written

submissions, including access points, wireless LAN cards, and
associated backend infrastructure.
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Evaluation was based on the following four (4) criteria:

i) Throughput Test Results for Access Points

ii) Evaluation of Access Point Features

iii) Wireless Network Management Solution Evaluation
iv) Price Comparison

Network and Communication Services

i) Throughput Test Results for Access Points

Aim: To determine which access point provided the best overall
throughput results.

Tests were performed using all three (3) wireless standards — IEEE

802.11a, 802.11b and 802.11g .

Results of the throughput testing, with comparison graphs, are
attached as Annexure G.

From the throughput results, it was determined that the Cisco 1200

Series access point provided the highest and most consistent
throughput results.
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i) Throughput Test Results for Access Points

Summary of 802.11b Throughput Results — 100% Signal Strength:

i) Throughput Test Results for Access Points

Summary of 802.11b Throughput Results — 45% Signal Strength:

802.11b AP Comparison - Unencrypted Location 1: 802.11b AP Comparison - 128-bit WEP Encrypted Location 1:
Signal Strength 100% (Excellent) Signal Strongth 100% (Excellont)
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802:11 AP Comparison - Unencrypted Location 2: 802:11b AP Comparison - 128-bit WEP Encrypted Location 2:
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i) Throughput Test Results for Access Points

Summary of 802.11a Throughput Results — 100% Signal Strength:

802.11a AP Comparison - Unencrypted Location 1:
Signal Strength 100% (Excellent)

802.11a AP Comparison - 128-bit WEP Encrypted Location 1:
Signal Strength 100% (Excollent)
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Throughput (Mbps)
8
Throughput (Mbps)
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Poxim.ila  Gsco.fla  Enterasys.ita  3Com.ifa Foxm.ifa  Csco.ifa Enerasys ifa  3Com.ifa
Access Point Access Point

Without WEP Encryption With 128-bit WEP Encryption

Note: No 802.11a radios were available for the Enterasys AP.
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i) Throughput Test Results for Access Points

Summary of 802.11a Throughput Results — 30% Signal Strength:

802.11a AP Comparison - Unencrypted Location 2: 802:11a AP Comparison - 128-bit WEP Encrypted Location 2:
Signal Strength 30% Fair/Poor) ‘Signal Strength 30% (Fair/Poor)
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Note: No 802.11a radios were available for the Enterasys AP.
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i) Throughput Test Results for Access Points

Summary of 802.11g Throughput Results — 100% Signal Strength:

802:119 AP Comparison - Unencrypted Location 1: 80211 AP Comparison - 128-bit WEP Encrypted Location 1:
Signal Strength 100% (Excellent) Signal Strength 100% (Excellent)
5 1400 570
£ 1200 2 —
£ 1000 250
5 s 3 40
£ 6w 230057
2 400 787 2 200
g 200 £ 0l
£ 000 F
Podm 1ty Oscotly Enerasys 11g  3Com.i1g Rodmilg  Gscotly  Enerasys il 3Com.tig
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Note: No 802.11g radios were available for the Enterasys and 3Com AP.
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i) Throughput Test Results for Access Points

Summary of 802.11g Throughput Results — 45% Signal Strength:

802.11g AP Comparison - Unencrypted Location 2: 802:11a AP Comparison - 128-bit WEP Encrypted Location 2:

Signal Strength 45% FarlPoor) Signal Strength 45% Fair/Poor)
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Without WEP Encryption With 128-bit WEP Encryption

Note: No 802.11g radios were available for the Enterasys and 3Com AP.

Network and Communication Services

() Griffith Selection Process

() Griffith Selection Process

Intro > Eval Panel - Initial Eval Process > > Recommendation
i) Throughput Test Results for Access Points

Overall 802.11b AP Comparison:

Overall 802.11b AP Com parison
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i) Throughput Test Results for Access Points

Overall 802.11a AP Comparison:

Overall 802.11a AP Com parison

12.00
10.00

8.00
6.00
4.00
2.00

10.65.

Throughput (Mbps)

0.00 9-66-
Proxim.11b Cisco.11b  Enterasys.11b  3Com.11b

Access Point

Network and Communication Services

Selection Process

W Griffith

Intro > Eval Panel - Initial Eval Process > > Recommendation

W Grifith  Selection Process

Intro > Eval Panel - Initial Eval Process > > Recommendation

i) Throughput Test Results for Access Points

Overall 802.11g AP Comparison:

Overall 802.11g AP Com parison
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Access Point
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i) Throughput Results for Wireless LAN Cards:

(from the results, we could also determine which card produced the best throughput overall)

Summary Throughput Results
for all WLAN Cards across all Access Points
(802.11b Unencrypted - 100% Signal Strength)

5.40

5.15 5.20

aroo
RN
83888

Throughput (Mbps)

Orinoco Cisco 3Com  Enterasys Del Netgear
TrueMobile MA101

WLAN Card Used
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ii) Evaluation of Access Point Features

A comparison chart displaying each vendor’s access point features
was created using information obtained in the “Written Submission
and Presentation Evaluation” reports mentioned in Section 4.

The big advantages with Cisco Aironet Access Points are: e \- /

. Cisco 10S - providing a huge range of debugging capabilities A?i’
available with other vendor's APs.

«  Cisco Compatible Extensions — enabling the reporting of rogue APs and
signal strength measurements which can be used to create accurate
coverage maps + a whole range of extra features

Network and Communication Services
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iii) Wireless Network Management Solution Evaluation

Each vendor’s wireless network management solution was evaluated
using the software evaluation versions and manuals supplied by the
vendor.

Example:
Evaluation Reports were created for each vendor’s solution.

The results of the Wireless Network Management Solution
evaluations indicate that Cisco’s Wireless LAN Solution Engine
(WLSE 2.5) provides the best wireless network management solution
for Griffith University wireless deployment, and provides superior
management features to the other vendor’'s management solutions.

Network and Communication Services
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iii) Wireless Network Management Solution Evaluation

Major advantages of Cisco’s Wireless LAN Solution Engine over other
vendor’s wireless management solutions are:

«  RF Management capabilities, including interference detection

. Rogue AP Detection and Location

. Extensive Mapping Facilities — can import building/campus maps

. Accurate Coverage Maps — shaded on maps and calculated via RF
feedback from APs and CCX compliant client cards.

«  Site Assisted Surveys — to determine placement of APs

«  Dynamic Re-configuration of WLAN according to RF feedback

. Very customisable scheduling utility

. Hugh range of reporting capabilities — to gather statistics for the purpose
of research and marketing.
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iv) Price Comparison

A price comparison was made between each vendors products,
based on the BAFO received from each vendor.

The comparison was based on NCS purchasing 70 Access Points
(with 802.11b/g radios installed), Power Injectors, and Wireless
Network Management Solution.

Network and Communication Services
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i) Price Comparison — Advantage of Cisco’s Solution

A significant advantage in purchasing Cisco’s WLSE product is the
potential future cost savings that will result from the easy of
deployment and management which the WLSE 2.5 provides.

One of the biggest cost savings from implementing the WLSE would
be he savings in staff time required to perform site surveys in order to
calculate accurate coverage areas. As site-surveying will be an
ongoing expense as more and more APs, the WLSE will greatly
reduce this ongoing cost by providing dynamic coverage maps from
RF information obtained by APs and CCX compliant cards.

Network and Communication Services
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5. Recommendation

That Griffith University authorise the purchase of wireless
networking technology from Cisco Systems for a total price of
$xxxxxx as after an extensive evaluation of each vendor's
solution, Cisco’s wireless solution came out on top in all four (4)
evaluation criteria.

Network and Communication Services
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UNIVERSITY UNIVERSITY

» Survey conducted from 04AUG2003-05SEP2003
Questions SO far? + 2050 students completed this survey

» Survey 100% electronic

» Survey located on the common-use & Grifflink homepages

+ 2 all student emails went out to inform students about the survey
Next - Our Student Wireless survey + 3 x256MB memory sticks given as prizes for completing the survey

» Very well received survey and we had 559 students providing us
with detailed feedback in addition to completing the survey

» On average it took 7 hours to import and vett 150 student surveys
into our final spreadsheet

Network and Communication Services 3 Network and Communication Services
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1. What is the primary campus you study on? 2. What type of student are you?
Primary Campus that Student Studies on Type of Student
1200 1800 1610.
9% 1600
1000 - — 1400 4
£ 8001 670 £ 1200
3 8 1000
2 600 2800
2] 4
* 4004 * 50 301
200 1 152 51 78 200 1 - 78 61
0 _ : e 0 w w w
Gold Coast Logan Mt. Gravatt Nathan Southbank Undergraduate - Course work ,Reseamh Other
postgraduate higher degree
Campus Student Type
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3. Do you currently own a laptop? 4. Iflyou aqswered YES to Question 3, would you be inclinled to equip your laptop
Y y ptop with a wireless network card at a cost of less than $100, in order to access
Laptop Ownership Griffith's wireless network?
1100 1078
1080 Student Purchase of Wireless Network Card
1060 - 700 et
= 1040 600
s
2 ‘es0] o72 3 284
s 960 4 & .
940 % 200
920 100 3 -
900 . 04 : :
Yes No No Undecided Yes  Lapiopalready
has a card
Does Student Own Laptop? Would Student Purhcase a Wireless Network Card?
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5. If you answered NO to Question 3, would you consider purchasing a laptop, if
Griffith University were to offer a price competitive laptop purchasing scheme for
students?

Griffith University Student Laptop Purchasing

i iversi Laptop ing
Scheme - Low End ($2000 - $2200) Scheme - High End ($2800 - $3200)

50
o pred £ -
g 50 350
£ # 300 +—
g )
R 214 i
a H
- 20 k) 293
o oo 1
ol 5
o

Undecided

Undecided
Wouid Student Purhcase a Laptop through Griffith Uni?

No
Would Student Purhcase a Laptop through Griffith Uni?
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6. Wireless network access would be most important to you in:
(Please number from 1 to 6, with 1 being the most important
and 6 being the least important)

Coverage Area - Importance to Students

oo
o f— ==

80%

\
A

Percent

Lecture Theatres  Ciassrooms and Study  Outdoor Spaces - such  Wihin the Libary - such  Learning Centres and  Other (please speciy)
Rooms ouiside the brary as grass/Cafe areas elc.  as study areas Conpuer Labs
Coverage Areas
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7. How important would it be for you, to have wireless network access
within the campus Lecture Theatres:

Importance of wireless network access in
Lecture Theatres

600 590 508

# Students

Notimportant ~ Moderately ~ Somewhat VeryImportant
Important Important

How importance is wireless network
access in Lecture Theatres?
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8. For what purposes would you intend to use the wireless network:

Intended Application Usage on Wireless Network

w00 | B8 54

® Students

web
Erawsing
FTP
Applisations
Emai
Sreming
Audiofvidso

Applications which students intend to use
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9. If wireless network access was offered at Griffith University,
how often would you use it?

F of Use by
700 636
600 540 554
500
400
300
200 151
100 37

# Students

Never  Occasionally EveryWeek EveryDay  Multiple
times during
the day
Frequency of Use of WLAN
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10. How important would wireless network access be, in enhancing
your studies at Griffith University?

The Importance of Wireless Network Access to
Enhancing Students Studies at Griffith University

900 831
800 707

500 407

#Students
N
8

Notimportant  Moderately Somewhat  Very important
Important Important

Importance
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11. How important would it be for you, to have wireless access to 12. Do you expect the performance of wireless network
printing facilities? connections to be comparable to?
The Importance of Wireless Access Students Performance Expectations of
to Printing Facilites Wireless Network Speed
1000 931 1000 945
9200 795
800 800
= 700 618 P
£ o g
2 4o 551 3 400 287
“® 300 n
* 200 e * 200
100
0] ol
Notimportant ~ Moderately ~ Somewhat Very Important Dial-up (56Kbps) ADSL/Cable Student LAN
Important Important (1.5Mops) (10/100Mbps)
Importance Network Access Type
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13. What level of computing support would you expect to 15. Are you interested in helping us test the new wireless network?
receive when using the wireless network?
Level of C ing Support by Students With/Without Interested in being Pilot Users
80 1600
uoo - 94 e 1400 557
200 ES = 1200
. g
E 000 @ 1000
2w 3 800 713
* 600 2 600
w00 400
200 +—
— 0
‘Support web site Information sheets. Phone support ‘nrap in \ Other (please specity) Yes No
Support Type Is Student Interested?
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UNIVERSITY

Also, from the survey results, we were able to collate a breakdown

of laptop types: Questions so far?

Breakdown of Laptop Types
202
200 ml - -
: Next ====p Our Wireless Security Model
35
s 100 53]
S
:
53 48 H 52 45
w
1518545573433H
.
o H H 0 imi| o o
:
F IR P EXE O SE S I SR
WS T E TS T ES I o
& < SR AR S N 37
& & @ &R S &
NS o
< &
R
s
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Wireless Security Model
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LL_.”J UNIVERSITY VPN Solution

Wireless@Griffith
VPN solution

’HW S

Wireless Security Model
VPN Solution
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Why we used VPN to provide security for Wireless@Giriffith...

« We felt that current wireless security standards were either too insecure
or immature in their development.
« A VPN solution provided synergies with our existing VPN solution for
remote users. Benefits included:
« Clients were already familiar with using the VPN software.
« Support staff were already familiar with supporting the VPN software.
» Network staff were already familiar with configuring Cisco VPN
concentrators.
« VPN is a proven security technology that is highly scalable. Each VPN
concentrator can handle 1000's of concurrent connections. If demand
increases, further concentrators can be purchased if required.

Network and Communication Services
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AP Deployment Process

Lm Griffisth
EXwverS Deployment Schedule

Questions so far?

Next ==s=p AP Deployment Process

Network and Communication Services

All AP installations were performed by Lanlink contractors. The
deployment schedule which Lanlink adhered to is shown below:

A2 Jan, 2004 19 dan, 2004 26.an. 2004
Jan 62004 dan 30 3004

Network and Communication Services

AP Deployment Process

W Griffith

Installation Checklist

TEST PLAN FOR ACCESS POINT INSTALLATION

AP Name:

MAC Address:

Serial Number:

AssetNumber:

PortNo:

MgmeIP Address:

Subnet Mask:

Default Gateway:

Signal Strength M easurements (V;
Location 1:  Signal Noise: ___

Location 2:  Signal: _ Noise

Location 3:  Signal Noise: __

Location 4:  Signal Noise:

Network and Communication Services

AP Deployment Process

Installation Checklist

W Grffith

checklist continued...

Has console cable been attached to access point ¥: YES/NO
Has Kensington lock been secured and key labeled YES/NO
Can you ping the management default gateway from AP: YES/NO
Config Loaded & Tested: YES/NO
Before and after digital photo’s taken: YES/NO
Signature. Date.
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AP Deployment Process
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Site Surveys

For all 50 Smart Zones,
comprehensive site surveys
were performed by Lanlink to
ensure that more than 50%
signal strength was available
in all Smart Zones.

This was achieved by having
4 signal strength
measurements being
recorded at the coverage map
extremes.

Where coverage problems
occurred, external antennas
were used. But in these
locations, an antenna was
already provisioned for.

Network and Communication Services

AP Deployment Process

Wy Griffith
AP Location Photos

Comprehensive photos of all AP installations/locations were taken by Lanlink
contractors as part of the installation checklist. This served not only as a quality
check, but also as a good reference, as it would be difficult to remember where a
particular AP is located after 50 installations.

el WK

g
Photo of Roof Tile

Photo of AP Installation
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AP Deployment Process

Signage Installation

W Grfith

Wireless signage was developed in consultation with our
External Relations department, and once approved was
sourced from a signage contractor via Griffith's Office of
Facilities Management (OFM). Signage was installed just as
the service was launched.

iy Griffith

Smart-Zone

The locations of all signage were also recorded on our floor
maps, an example is shown below:

www geiffithoedu.au)

Network and Communication Services
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Questions so far?

Next mmd Marketing Wireless@Griffith

Network and Communication Services 64

Marketing Wireless@Giriffith
Marketing Strategy

W Griffith

Marketing Wireless@Giriffith
Griffith Gazette Article

W Grffith

Our marketing strategy included the following:

« Creating a detailed marketing plan.

« Consultation with our External Relations department with
regards to the creation of wireless signage for identifying
wireless coverage areas.

« Placement of an article in the Griffith Gazette informing the
Griffith community to the availability of wireless network
access at Griffith University.

« The wireless@Griffith website — which includes detailed
coverage maps, support documentation, FAQs etc.

« All student emails were sent out 2 weeks after the launch/

Network and Communication Services

-

G? Wireless@Griff_i_th___
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Marketing Wireless@Giriffith
Wireless@Giriffith Signage

W Grfith

After consulting our External Relations
department, it was decided that the chosen

» N name for Griffith's wireless coverage areas
Smart-Zone, Ie-Saiiviastekibm
a \ \ Griffith University's Get Smarter campaign.

iy Griffith

Therefore, wherever students and staff see the
Smart Zone sign displayed on campus,
wireless network coverage is available in the
surrounding area.

The inclusion of the Wireless@Giriffith
webpage URL on the sign was also crucial in
marketing the wireless website.

www geiffith edu. s/ wireless

Network and Communication Services

Marketing Wireless@Giriffith
Reselling of Linksys Cards

W Grifith

We consulted with the Nathan and Gold
Coast campus computer shops to ensure
they were able to obtain Linksys Wireless-G
cards from suppliers, for reselling to
students, before the launch of the service.

To provide an indication of the success of
this strategic move...

In only 4 months, the Gold Coast campus
computer shop has sold over 300 Linksys
cards!

Network and Communication Services

Marketing Wireless@Giriffith
Word of Mouth

W Grfith

Our marketing was kept minimal, as we believed that word-of-mouth
would be our biggest marketing tool, and over the course of 12 weeks,
this has proven to be the case.

Important Tip:

The key to generating a high amount of word-of-mouth volume was
building up the momentum for our wireless project over time. In our case,
the wireless survey certainly helped to achieve this objective, because
once it was released to students, the amount of excitement and queries
generated about wireless dramatically increased.

In fact, before we even announced the official launch date, we had dozens
of students connecting.
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W Grifith

Questions so far?

Next ss==) Support Provisioning

Network and Communication Services

Support Provisioning

Wireless Support Sessions

W Griffith

Support Provisioning

Wireless Support Sessions

W Grffith

O-Week wireless support sessions were held at each each
campus every day, to perform laptop configurations and field
wireless enquiries.

Further wireless support sessions (Mon-Fri) were provided by
hired casual students during weeks 1 to 10. These proved to be
extremely popular with students, with over 350 queries being
made over the 10 weeks. Of these 350 students, at least 300
were laptops being configured for wireless access.

Beyond week 10, support sessions were dropped from daily to
weekly, and performed by the Wireless Network Support Officer.

Network and Communication Services

Important Tip:

We also ensured that our casual support staff documented each and every laptop
configuration they performed, into their support log which we collected on a weekly
basis. This captured information such as the students campus, student type, laptop
type, WLAN card type, OS and detailed comments.

This information proved to be very useful in identifying common and not-so-common
wireless problems, which were then added to the continually updated FAQs and
support information on the website.

As an example, it was identified on several occasions that laptops containing Realtek
LAN cards, which when enabled, prevents the VPN client from connecting.
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W\ Griffith  Support Provisioning

UNIVERSITY
Support Staff Involvement

W\ Griffith  Support Provisioning

UNIVERSITY
Wireless@Griffith Website

Right from the beginning we involved the various support groups with
the wireless deployment. To ensure that all computing support staff
felt comfortable with supporting wireless, we installed access points
in each support groups offices. This enabled Griffith's support staff to
immediately begin using the wireless network before it went live.

We also provided wireless information sessions/training to our:

« Information Services Staff (i.e. front line support staff), and
» Computing Support Staff.

Network and Communication Services

The development of our Wireless@Griffith website was the most
important component in providing high quality self-service support for
students and staff:

Important Tip:

Before designing the structure/format of the Wireless@Giriffith website,
we performed “environmental scanning” by researching other
Universities web sites from across the world. It was noticed that the
quality of wireless sites was far higher in the U.S than in Australia,
most certainly due to the maturity that wireless has achieved in U.S
Universities.

Network and Communication Services

W\ Griffith  Support Provisioning

UNIVERSITY
Wireless@Giriffith Website

[y Griffith Support Provisioning
Wireless@Giriffith Website

And now to demonstrate the features
of our Wireless@Griffith website...

Network and Communication Services

Key features of the website include the following...

Network and Communication Services

W\ Griffith  Support Provisioning

[\ Griffith Support Provisioning
Wireless@Giriffith Website

UNIVERSITY
Wireless@Giriffith Website

Interactive Coverage Maps:

* The use of imagemaps allows
students and staff to click on
the shaded buildings & outdoor
areas to view detailed
information about the Smart
Zones located within them.

Network and Communication Services

Room names and numbers are provided,
along with photos of the Smart Zone
Interactive Wireless@Griffith Coverage Map - Nathan: Technology Building (N44)

T

These photos are very
useful to students, as it
provides them with a
== \i5ual aid as to what the
Smart Zone looks like. It
also promotes Griffith's
facilities at the same time.
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Support Provisioning
Wireless@Griffith Website

W Grfith

Support Provisioning
Wireless@Griffith Website

W Grifith

A coverage map of each Smart Zone is also provided. By
clicking on the lower resolution map, a higher resolution map is
displayed, providing full details of room numbers etc.

Click g bo walargs
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But what about wireless coverage area support issues?

It's simple, we have placed a disclaimer on the website which states that:

(1) Coverage maps are based on performance data collected from Cisco Aironet 350 wireless LAN cards.
Different makes and/or models of wireless cards can have varying performance results that may not
reflect the coverage as shown by the maps.

(2) The Wireless@Griffith service is only guaranteed within the shaded coverage areas on the maps. If
you are outside these coverage areas, you may still have network access, but you may also experience
problems with your wireless network connection. Unless you move into one of the shaded coverage
zones, we cannot ensure that you will receive service.
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Support Provisioning
Wireless@Griffith Website

W Grfith

Frequently Asked Questions (FAQs)

Answers questions and

A Large List
of FAQs

(continually updated)

Network and Communication Services

Support Provisioning
Wireless@Griffith Website

W Grifith

= Detailed Support Information including:

» Wireless LAN Card Configuration Guides — for supported cards
» Wireless@Griffith VPN Software Packages

* VPN Installation/Connection Guides

* Driver Downloads

* Solutions to wireless connection problems

* Frequently Asked Questions

* Useful support links

Network and Communication Services

Support Provisioning
Wireless@Griffith Website

W Griffith

Feedback Form for gathering student and staff
feedback about the Wireless@Griffith service.

Feedback Form

Name:

Fosition: O Undeegrad O Postgrad O RHD © Stafl
Campus: C'Nathan OMt. Gravatt O Logan O Geld Coast
Student/Staff 10

E.mail Addross:

Communts:

Subemit Rasat

{Nate:
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Questions so far?

Next mmsp AP Monitoring/Management
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[\, Griffith AP Monitoring/Management
Tools Used

[\, Griffith AP Monitoring/Management
The WLSE

We use a range of tools including:

+ Cisco's Wireless LAN Solution Engine (WLSE) — which Wikhons LAN Solstow Bugion
provides extensive RF tools.

* MRTG Logging of VPN Concentrator Sessions.

* MRTG Logging of Associations for each AP.

» Usage Statistics for the “private” cut-down version of the
Wireless@Griffith website.

« InterMapper — for monitoring AP “up/down” status. h

And now to demonstrate the
configuration of our WLSE...
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[\ Griffith AP Monitoring/Management [y Griffith AP Monitoring/Management
MRTG Logging

MRTG Logging

H H . ‘We have logged the number of associations for all Smart Zones — to determine the success of AP
MRTG L°gg|ng °f VPN COnCentl’atOl’ Sess'°ns' placements. To date, all Smart Zones are being continually used by students and staff.
“Yearky' Graph (1 Day Average) Vearly' Graph (1 Dy Average)
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[\ Griffith AP Monitoring/Management
Website Usage Statistics

[\ Griffith AP Monitoring/Management
Website Usage Statistics

» These usage statistics refer to the cutdown Wireless@Griffith
website hosted on the private network.

These stats allow us to gain further
information about our wireless
users, such as how many copies of
« This server allows a user to bring their laptop on campus, and the Windows vs. Mac VPN client
after enabling their wireless card, they can open a web browser grelbeingldownioadedicic:

and access a restricted web site allowing them to download the
VPN software and install it, along with instructions on how to T
connect to Wireless@Giriffith.

ot Daity Ay = Seartl Tanid
N s e R v T N R

» This technique has proven to be highly successful, with over
70% of students connecting up to Wireless@Griffith without
needing any assistance from our wireless support staff.
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AP Monitoring/Management
InterMapper Monitoring

W Grfith

Access points were added to
InterMapper to provide our
Information Services staff with
real-time access to the status of
every Smart Zone at Griffith
University.

This has proved useful as
students and staff can be
informed of any outages.
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AP Monitoring/Management
WLAN Diagrams

W Grifith

Our ongoing management also includes documenting our
wireless network config via the creation of detailed WLAN
diagrams that are continually updated:

School, Centre or Element Name

W Grfith

(W Griffith Looking to the Future

Questions so far?

Next === | ooking to the Future

Network and Communication Services

« The Wireless@Griffith Expansion Project (Phase IT) will increase the total
number of access points to between 250-300

« An academic wireless survey has been created and published on our web site, to
gain feedback from academic staff members in relation to the further deployment
of Wireless@Griffith.

« A virus/firewall solutions is currently being sought to protect Griftith
University's Wireless@Griffith and remote access users; from the increased threat
of viruses, as a result of the additional number of student laptops connecting to the
network. This solution will be implemented concurrently with the
Wireless@Griffith expansion.

« The installation of dedicated wireless data ports in ceilings has been integrated
into the standard University building design guidelines.
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W Griffith

Questions?
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