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R&E 
Backbone

(MPLS)
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WiFi User with 
PPPoE client 

(WinXP or 3rd party)

Access 
Controller 

BRAS

Layer 2 
Backhaul 
Transport

(Bridged1483, 
Switched 
Ethernet)

RADIUS

LNS*

PPPoE 
connection

AAAA
Terminate PPP session into VR/VRF or 

tunnel on via L2TP
Fine grained QoS / bandwidth control
Dynamic Policy Enforcement (COPS)

Lawful Intercept etc…

Policy 
Server
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WiFi Users with 
PPPoE client 

joe@wifi-isp.co.jp

Access 
Controller 

BRAS

ATM 
Bridged 

1483

RADIUS

Mapping of user to VR based on 
RADIUS, domain mapping

Bridging 
DSL 

modem

Hotspot 
AP

Bridging 
DSL 

modem

Backbone

WiFi VR

ISP VR

DSL Users with 
PPPoE client 

joe@dsl-isp.co.jp

WiFi 
operator 
network
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MPLS 
Backbone
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WiFi User with 
inbuilt DHCP client.

Access 
Controller 

BRAS

Layer 2 or 
Layer 3 

Backhaul 
(any – eg L3 

switch 
network)

External 
DHCP 

Server*DHCP

DHCP Server or Relay*
Initial policy route to Web logon server
Fine grained QoS / bandwidth control

Dynamic Policies
Fine grained accounting

Lawful Intercept etc…

Policy Server / 
Web Login Server
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• User opens up web
browser and tries
to go to Google

• Session directed
to captive 
portal on policy 
server

• Choice to enter
mobile phone 
number or 
username and
password

• Mobile phone
number entered
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• One-time password
sent via SMS to
user’s mobile
phone

• Received password 
entered into 
portal page
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• Upon successful
authentication,
captive portal is
released 
and original web
destination is
loaded.

• Mini-logout 
window to 
facilitate signoff.

• Usage billed to 
user’s mobile 
phone bill once finished
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• Allow greater flexibility of services eg- prior to logon:
• Free access to Internet for 15 mins without login… or
• Internet access only, mail & p2p ports blocked…or
• Location specific walled garden content only

• Bandwidth can be dynamically increased and restrictions 
removed on user authentication and login

• Also helps protect against abusive or Worm users (eg-
dynamically limit users down on sliding window basis; 
consumed more than x MB in past 15 mins)

• => Individual Policies also enable fine grained accounting 
per user!
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Dept of Engineering

Student UnionPortal – access to 
general student info..

Portal – access to faculty 
information/class info..
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Access Controller
- BRAS (PE)

WiFi User with native 
Windows Client
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2G and 3G Cellular users
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Native
L2TP

Users mapped into 
different MPLS VPNs
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EAP/802.1x client

eg- WinXP, iPass, 
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Access 
Controller 
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Transport

RADIUSEAPoL

802.1x
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Server
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