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Overview

**Introduction — Kent Adams
**Project drivers

“*Approach

***Outcomes

***Key Success Factors
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Support for Controlling Security Risks
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Drivers

@ A%S*A%(&* --- Auditors
= ©
s Executive Management

= Demonstrate sound risk management
" “No more surprises”

** Operations Management

" Enhance consistentapplication of security
* i.e.- move to a defined level of Control Maturity
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& Capability Maturity Model
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The Mandate

Fix the “Security Policy”
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The Approach

** Not just update IT security policies
" Implementa framework
¢ Consult all stakeholders
= Avoid the perception of a ‘power grab’
** Team approach
= JCU staff & consultants
*** Principles
= Policy approved by an accountable person
= Threats change —so must the response

= Security controls are at different levels
e “policy should match this”
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Solution — Part 1 (decomposition)

Overarching information security policy Univ Policy Library
Managerial Corporate management policies Univ Policy Library
Technical Information Technology specifics IT wiki

Operational Procedures and “How-To” documents IT wiki

Procedure Manualsin
other Business Units
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Executive Management Policy

(Information Security)

Managerial Policy
(Physical security)

IT Policy

(Physical Security of Technology Assets

Corporate Processing
Storage Devices

Communications Equipment)

Technical Standards

(1S 18)

Operational Procedures

(access to machine room)

Guidelines

(Staff Privacy)
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JCU Information Security Framework —
Policy Lifecycle

Part 2

Information Standards (IS 18)
Audits (JCU AA and QAO)
Legislative
Overall JCU policies
ICT Strategic Plan

i Information Security . .
New Policy ::> s 2 [': Policy Review
Development ICU Bficy. L Exaey]

4 ) f R
Director & ITR MAC Director & ITR MAC
Discuss planned strategy Middle Management Review policies annually
Discuss proposed policy Policies Discuss changes to policy
Appoint policy owner Bassd onls 8 GrantDeny approval

D
Grant/Deny approval Strategic planning polkies Send to DVC for final approval

IT&R Level policies

(held in ITR wiki)
CAB
CAB govern internal activities
: :l] > evaluated yearl < It i i i
Develop concept for new policy supports ICT Sl!:legi plan Policy owner reviews policy

Discuss with shareholders annually

Draft poli supported by underiying Discuss with stakeholders
Recommend newcypdi to procedures Draft changes to policy with CAB
ITRMAC 2/ Recommend changes to policy to
ITRMAC
IT&R Procedures

(held in ITR wiki)
supports policies

developed by team leaders
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Solution Part 3 — (A lifecycle)




v
a) Creates value M b
b)) Integral part of ﬁ aannddate Establishing
L . the context (5.3)
organizational Commitment
processes (4.2)

c) Par:.of decision ¥ Risk asslessment
making \ 4 5[4

d) Explicitly addresses Design of SE
uncertaint Y

e) Systematiz, framework  Risk
structured and timely (4.3) > identification

f) Based on the best i (5:4.2)
available information . il

g) Tailored _ Continual Implementing : -

h) Takes human and 'mpr‘;"‘:‘me"t risk Risk analysis |
cultural factors into ofthe Management (5.4.3)
account Framework (4.4) ¥

i) Transparent and (4.6) Risk
inclusive evaluation [*

j) Dynamic, iterative and (5.4.4)
responsive to change Monitoring

k) Facilitates continual and review
improvement and of the y
enhancement of the Framework Risk treatment
organization (4.5) (5.5)

Principles Framework Process
(Clause 3) (Clause 4) (Clause 5)

3)'156'31000:2009 Figure 1 - Relationship bétwééiithe principles, framework and process *



Project Steps

*Know the context

***Build support (exec and IT)
**Build a good team
“**Policy “gap analysis”
s*Deliver the framework

s Test the framework

= Deliver ‘high priority’ policies (see gap analysis)
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3
! Standards and Guides

IS0 27001, & 2

+*Qld Govt Info Standard 18 — Information
Security

**|SO 31000 and 31010
= Formerly AS 4360

**|SO 27005
= [SO 31000 interpreted for security
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Key Success Factors

**The framework — not just a “security policy”
= Stratified policy architecture
= Diversified policy stakeholders and approvers

s*Executive support

" [ncl — Business support
80— 20rule

A team with ‘we’re here to help you’ message
= Ratherthan....
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Catastrophic

Level of Risk

Insignificant

$ $55$
Cost of Treatment
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Current controls

Baseline/checklist

8 dphyrizhit 3c) Infosec Services Pty Ltd 2012

Gap Analysis

Gap Analysis
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Inherent Risk

Business Objectives & Environment

l Current Controls

Risk Assessment

A 4

[Inherent Risk ]—> Risk Assessment

|

\ 4

Risk Register TreatmentPlan
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JCU Information Security Policy

Executive level policy - Policy library

Management level Policies - Policy library

) N ] it System . Business
Policy, plannin: Physica Communications SR Incident RS :
. Gcgv;nanoeg Asset mgt HR mgt ! & & operations Access mgt aoquns:bop. mat continuity Comgpliance
environmental mat dev & maint mgt mgt

Use of comm & o Pubs by staff *  Records mgt e Cablingstandards |«  Use of comm & *  AARNET use e AV funding : « Spamemall | Staffpubs e AARNET?

computing facilities | * Records mgt *  Retain email *  Studentinfo access computing facilities * Useofcomm& e \Virus protection ¢ Records mgt « Cabling

Stalementon useof| ¢  Retain email » Wabcompliance | « AV funding «  Spam email computing facilities | «  Web security *  Retain email standards

computing facil * Research repos * Virus protection *  Records mgt e  Spam email « Web addressing * Research repos «  Copyright

Access {o archives | ®  Student info access e WirelessLANuse [e Retain email * Statement on use of ¢  Studentinfo o Staff pubs

Web compliance o Student info access computing facilities access e Records mgt

Web security *  Archive access ¢ Studentinfo access «  Archive access o Retain email

e Web security *  Archive access «  Research repos
* Web compliance «  Student info
¢ Wireless LAN use access
*  Archive access
IT&R level policies - wiki
: 2 Physical Communications System : Business
F;(‘Jhcy. planning Asset mgt HR mgt & & operations Access mgt acquisition, Incident continuity Compliance
Govemance environmental mgt dev & maint mgt mgt mat
HPRC Backup
+  Support staff e« Su :
pport staff *  HPRC racovery of
home network HPRC quota
access HPRC directory mes:em'k . ﬂg;c AT
. ;Aor;g;e phone use . Mgbile phone use
policy
* HPRCVM
policy
IT&R Procedures - wiki
Existing policies

Proposed policies

Might be policies
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You don’t have to manage risk
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