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Collaboration today

Connect | Communicate | Collaborate



Distributed resources
Distributed computation

Grid computing and Clouds
Videoconferencing

Remote collaborations
Virtual teams

Koniclab, GridCafe
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How?
Networking ©
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Europe’s 100Gbps Network

- e-Infrastructure for the “data deluge”

-
w— 10 Gbps

connect « communicate e collaborate

Backbone topology as at March 2012, GEANT is operated by DANTE on behalf of Europe’s NRENS.
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Latest transmission and
switching technology

Routers with 100Gbps
capability

Optical transmission platform
designed to provide
500Gbps super-channels
12,000km of dark fibre

Over 100,000km of leased
capacity (including
transatlantic connections)
28 main sites covering
European footprint



GEANT Global Connectivity
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Network monitoring

@® Functioning network is the foundation for smooth operation

® Failure of mail servers, archives, or performance problems often cause
tremendous damage.

Network monitoring looks at

|
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Where do we start from?
What to measure?




The problem

® [n many practical situation (iperf or similar) bandwidth tests are the first
tests to be done

@® Occasionally regular bandwidth tests are carried out

® To check the end-user bandwidth

® To verify the links are healthy

® Even to check if there is any suspicious losses
® Fairly accurate reproduction of the end-user experience but...
® Heavy, consistent test traffic is generated and transported

® Competing with “real” end-user traffic

@ Contributing to congestion

— In particularly in highly distributed environments

® Isthere away to have the same info with lightweight
measurements?



The strategy

Measuring 1- Measuring Understanding
way delay jitter TCP behaviour

Connect | Communicate | Collaborate



The solution!

® Network troubleshooting can make excellent use of
lightweight network measurements

® Measurement not competing with the production traffic

® Measurement not competing with network resources
® Examples:

® l-way delay/RTT

® 1-way delay variation (jitter)

® Packet loss
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Thetools

Traceroute
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First step: ping

@® Monitor the RTT and packet loss at regular intervals

® Highlight systematic effects:
® Rerouting
® Systematic losses

® Methodology: 30 pings and calculating average RTT and % loss
® every minute

® Example result:

Timestamp RTT (ms) (% loss)
0402 2109 115.408 0%
0402 2110 115.909 0%
0402_2111 98.751 4%
0402 2112 98.188 0%
0402 2113 98.345 0%

® RTT time difference - link length difference



The RTT monitoring script

#!/bin/bash
host="<host 1p address>"
counts="30"
logfile="rttlog.txt"
now= date '+%d%m THIM'"

ping -q -c$counts S$host > /tmp/ping

rtt="grep "rtt" /tmp/pingl|sed "s/\// /g"lawk '{ print
$8 '
loss="grep "%" /tmp/pinglawk '{ print $6 }'"

printf "%$s \t %$s \t %$s \n" Snow Srtt $loss
printf "%s \t %$s \t %s \n" Snow S$rtt $loss >> S$logfile
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RTT script: the results

® The outputfile on a real link:

Timestamp RTT (ms) (% loss)
0402 2107 115.964 0%
0402 2108 115.365 0%
0402 2109 115.408 0%
0402 2110 115.909 0%
0402 2111 98.751 4%
0402 2112 98.188 0%
0402 2113 98.345 0%
0402 2114 98.679 0%
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Visualising the results

Mumbai-Singapore RTT
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Packet loss

Mumbai-Singapore %loss (ping)
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Summarising the ping results
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® RTT and %loss on a real link
® RTT changed 4 times during the test
® b5 differentRTTs
— 5 different routes

® Traffic been routed on different
SDH rings with different lengths

® Non negligible packet loss during
switchovers




1-way delay measurements

PR SN
RFC2679 GEANTN

@® Advantages of 1-way delay measurements over round-trip time
® Spotting router asymmetry

— Highlighting performance differences between the two
paths which may traverse

® Asymmetric queuing
— Evenwhen the two paths are symmetric

@ Performance of an application may depend mostly on the
performance in one direction.

— Ex: Afile transfer using TCP may depend more on the
performance in the direction that data flows, rather than
the direction in which acknowledgements travel.
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1-way delay measurements

R 2\
RFC2679 (cont.) GEANTW

® Quality-of-service (Qo0S) enabled networks:

— Different provisioning in one direction than provisioning
In the reverse direction,

— thus the QoS guarantees differ.

— Measuring the paths independently allows the
verification of both guarantees.
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perfSONAR MDM

® Multi-domain monitoring service
® Based on monitoring probes installed in the network
® Based on a standard (perfSONAR) protocol
® Hundreds of deployments around the world
® Web interface!
@i 8
NET RLANDS @
@® perfSONAR™™
BELGIUM GERMANY Sle 3 e
’ 0 0 g | k) ) [
V.. b ]
Part — WMunich
No Description o
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» | : O
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o
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Example of packet loss: from regularly

scheduled measurements

(@) perfSONAR web user interface - Mozilla Firefox

File Edit View History Bockmarks Tools Help
{7 perfSONAR web user interface l o I

6 & psui.grid.aau.dk/perfsonar-ui/

[8 Most Visited m Le Monde.fr: Actualité... 1-') Rb*

c '." Google Pl A

perfS@NAR"™

WEB USER INTERFACE

eb useri... perfSONAR web useri... E perfSONAR web useri... »
| |
To:
-~ - -
Budapest HUNGARNET (packet: 41, precedence: 0xD0, interval:
60, group: 9)

<< < > >>
From:  08/0ct/2012 - 15:32
To: | 15/0cti2012 - 15:32
hour 6 hours day week
Access

Access utilization data

Access one way delay, jitter, loss i
and traceroute data

Access available throughput i

Copenhagen_GEANT (packet: 41, precedence: 0x0, interval: 60,
group: 9)

Copenhagen_GEANT (packet 41, precedence: 0xb8, interval: 60,
group: 9)

Conenhaoen GEANT (nacket 1472 orecedence: Ox)_interval
NGARNET

Dlicates == Hopcount

historical data I

Make available throughput :

measurement 2 1 M E D
| Make one-way latency measuremen

Analyse
Settings

|
!
I
|
I
f
g 17:00 :00 01:00 05:00
— rme

Hopcount
m

GEANT
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Look at here for packet loss



1-way delay on-demand (OWAMP)

through perfSONAR MDM interface

(@) perfSONAR web user interface - Mozilla Firefox

File Edit View History Bockmarks Tools Help
[} perfSONAR web user interface I +
r 6 & psui.grid.aau.dk/perfsonar-ui C ." Google P A
|8} Most Visited m Le Monde.fr: Actualité... | :')‘ Rhéne - Le Progrés ¢ Live Traffic Schedule at a Glance §) Google Traduction perfSONAR web user i... perfSONAR web user i... E’ perfSONAR web user i... » |
Pick source OWAMP-Testing Packet count: | 200 |
pe rfS.NAR MDM Pick destination Infemet2-Seatle more options
WEB USER INTERFACE FELLIEE SR
= e ® - Min packet delay 83.44 ms (0.08343899995088577 s) Max est. error (%) 0.10ms =
From: 15/0cti2012 - 03:47 Max packet delay 85.42 ms (0.08542399993166327 s) Sent packets 200 -
_— ki
To: 1 12 -15:47 in TTL ! 243 Lost packets 0 i
Max TTL 243 y Duplicate packets 0 -
hour 6 hours day week Sequence number 0 1 2 N 4 5 6 7 8 9 10 1 12 13

Access

P e ot SUMIMANY
Min packet delay 83.44 ms (0.08343899995088577 =)

historical data

Make available throughput

measyrement

vaeoeweysenand  Max packet delay 65.42 ms (0.08542399993166327 s)

Analyse

Settings Estimated error 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10m
»

< m

GEANT

Look at here for 1-way delay



UDPMon

® Developed by R. Hughes-Jones (DANTE & Univ.
Manchester)

® hitp://www.hep.man.ac.uk/u/rich/net/index.html
® Client-server

@® It works by sending a stream of carefully spaced
packets

< Number of packets >

n bytes
‘ [ L 1]

® And recording a set of metrics
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http://www.hep.man.ac.uk/u/rich/net/index.html
http://www.hep.man.ac.uk/u/rich/net/index.html

What it records

® Timestamp

® Number of packets received

® Packets lost (total)

® Packets arrived in bad order

® Packet lost in the network

® Bytes Received and Bytes/frame rate
® Elapsed time (microseconds)

® Time per received packet

® Receiver data rate and wire rate (Mb/s)
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Jitter plots

iggg ] 1472 bytes w=50 GEANTLon-BBC_26Jan

20000
= 15000 |
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0 j_..J_h,—,_, | |
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Latency us

Histograms of inter-packet arrival time for equally spaced packets

(1472 Bytes packets, with 50us spacing in this case)
This is a really good jitter plot, really narrow and no side bands
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Jitter to discover queuing

20000 100 bytes w=60 BBC-NTT

5000 w
0 P—AJ
0 50 100 150 200 250 300

Latency us

This is how gueuing along the path is shown on a jitter plot:
- Side bands

- Multiple peaks
This is a typical shape of a busy link with cross traffic
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One-way delay graph
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One way delay on a link with
gueuing and losses
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Limiting buffer
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There is clearly a buffer too small here!
Knowing the size of packets and the number of

packets (=number of points between losses) it is
possible to know the limiting buffer size!
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TCP performances with packet loss

., #7%
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® TCP performances depends heavily on packet loss
Because of the way TCP works, waiting for acks
Losing packets rapidly leads to performance degradation
Mathis formula:

MSS

Max rate < —
RTT*@

where:
Max Rate: is the TCP transfer rate in bps
MSS: is the maximum segment size (e.g.1460) in bytes
RTT: is the round trip time in seconds
p: is the packet loss rate or loss probability (fraction)

Formula from Mathis, et al. The macroscopic behavior of the TCP congestion avoidance algorithm. CCR,

Lo e e B Y ..l . A AT



Examples

® The following examples assume MSS=1460 Bytes
® Example 1:

® RTT=88 ms

® Loss probability: 1%

- Max BW=1.33 MB/s
® Example 2

® RTT=20 ms

® Loss probability: 0.1% - Max BW=18.5 MB/s
® Example 3:

® RTT=20 ms

® Loss probability: 1E-6 > Max BW=5.8 GB/s
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TCP Buffer scan

y B
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Cambridge-Vienna (no packet loss) GEANT*

TCP Buffer Scan (Cambridge-Vienna)
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TCP Buffer scan

N
Cambridge-Vienna (10% loss) GEANT*

TCP Buffer Scan (Cambridge-Vienna with 10% loss)
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TCP Retransmitted segments

N
Cambridge-Vienna (10% loss) GEANT*

Retransmitted segments
(Cambridge-Vienna with 10% loss)
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Packet loss - Low TCP Bandwidth
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TCP Buffer Scan (Cambridge-Vienna with 10% loss)
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Packet loss dominates TCP behaviour
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Conclusions

® Lightweight measurements are extremely useful for network
troubleshooting purposes

® They do not disturb the network traffic
® They do not take vital resources

® Yetthey provide precious information about the health of the
network

Most end user application uses TCP
Testing TCP can be intrusive/expensive
TCP behaviour can be deducted from lightweight measurements
perfSONAR MDM and UDPmon have full support to use them
® Retrieve and visualise regularly scheduled measurements
® Run on-demand measurements when needed
® From the new web user interface
— http://psui.geant.net



http://psui.geant.net/

perfSONAR MDM. Be part of it.

S 20\
GEANTN

Follow perfSONAR at:
http://twitter.com/#!//perf SONARMDM

® Website: hitp://perfsonar.geant.net
® Twitter: @perfSONARMDM
® Info: domenico.vicinanza@dante.net
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Link Utilisation User Interface

Bl I AR L B [ B "™ Tl W e N

(@) perfSONAR w - (Sl | S
File Edit View
B Link (L) to DK-GN .
Py ink (L) to DK- 2
S —= —
Showingin: | Mbps | =
r Address Domain
Capacity
perfSeNnAr™ A\ )
1 reth104.0 DANTE Server LAN 10.100.4.0/ ‘STED 0bps
WEB USER INTERFACE ; -
2 xe-2M10.320 Link to PIOMIER Backup (Prx Idy, 62.40.124 177 10 Gbps
3 xe-4/0/0.0 Link (L) to LITnet 62.40.125.161 10 Gbps
= = - = 4 ael.0 Link (L) to GRnet 62.40.124 89 20 Gbps
From- | 10/Mayr2012 - 18:52 5 253.0 Link (L) to DK-GN _— 62.40.112.49 19.9 Gbps |
To: | 17/Mayf2012 - 18:52 I —
hour 6 hours day Name as3.0 Status Ok -
a53.0 - Inbound a53.0 - Outbound
anao
20004 - -
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o
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Link utilisation on an iPad
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Web User Interface — OWD, jitter packet

loss

From: Tor
et e Rt e e | e & 1) o et iy ot s
Amszterdam_GEANT i &0, group: 9) i
Amsterdam_SURFnet Copenhagen_GEANT (packet 41, precedence: 0x0, interval: &0, ,
group: 9)
Athens GRMNET
Dublin 1E (packet: 41. precedence: 0x0, interval: 60, group: 9)

== Max IPDV/Delay == Med IPDV/Delay == Min IPDV/Delay == |oss == [Duplicates == Hopcount
A0

404

IPDV [ms]
r
¥
L
F

204
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it
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404
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Delay [ms]

0

T T T T T T
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Example of packet loss: from regularly

scheduled measurements

(@) perfSONAR web user interface - Mozilla Firefox

File Edit View History Bockmarks Tools Help
{7 perfSONAR web user interface l o I

6 & psui.grid.aau.dk/perfsonar-ui/

[8 Most Visited m Le Monde.fr: Actualité... 1-') Rb*

c '." Google Pl A

perfS@NAR"™

WEB USER INTERFACE

eb useri... perfSONAR web useri... E perfSONAR web useri... »
| |
To:
-~ - -
Budapest HUNGARNET (packet: 41, precedence: 0xD0, interval:
60, group: 9)

<< < > >>
From:  08/0ct/2012 - 15:32
To: | 15/0cti2012 - 15:32
hour 6 hours day week
Access

Access utilization data

Access one way delay, jitter, loss i
and traceroute data

Access available throughput i

Copenhagen_GEANT (packet: 41, precedence: 0x0, interval: 60,
group: 9)

Copenhagen_GEANT (packet 41, precedence: 0xb8, interval: 60,
group: 9)

Conenhaoen GEANT (nacket 1472 orecedence: Ox)_interval
NGARNET

Dlicates == Hopcount

historical data I

Make available throughput :

measurement 2 1 M E D
| Make one-way latency measuremen

Analyse
Settings

|
!
I
|
I
f
g 17:00 :00 01:00 05:00
— rme

Hopcount
m

GEANT
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Look at here for packet loss



(@) perfSONAR web user interface - Mozilla Firefox

File Edit View History Bockmarks Tools Help
MJ [} perfSONAR web user interface I + .
f (- & psui.grid.aau.dk/perfsonar-ui W c -." Google P A
|8} Most Visited m Le Monde.fr: Actualité... ‘ﬂ Rhéne - Le Progrés ¢ Live Traffic Schedule at a Glance §) Google Traduction E] perfSONAR web user i... EI perfSONAR web user i... E’ perfSONAR web user i... »|
Pick source OWAMP-Testing Packet count: | 200
pe rfS.NAR MDM Pick destination Infemet2-Seatle more options
WEB USER INTERFACE FELLIEE SR
= e ® - Min packet delay 83.44 ms (0.08343899995088577 s) Max est. error (%) 0.10ms =
From: 15/0cti2012 - 03:47 Max packet delay 85.42 ms (0.08542399993166327 s) Sent packets 200 -
- i
To: 1 12 -15:47 in TTL ! 243 Lost packets 0 i
Max TTL 243 y Duplicate packets 0 -
hour 6 hours day week Sequence number 0 1 2 N 4 5 6 7 8 9 10 1 12 13
Access utilization data
Access one way delay, jittt m
and traceroute data Wy /
Access available throughp

historical data

Min packet delay 83.44 ms (0.08343899995088577 =)

Make available throughput

measyrement

vaeorevaylaenayme  Max packet delay 65.42 ms (0.08542399993166327 s) “
Analyse

Settings Estimated error 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10m
»

< m

GEANT

Look at here for 1-way delay



Accessing Historical Bandwidth
Measurements

e .- Each dot is a measurement.

File Edit Miew History Bookmarks Tools Help

o T Clicking on the dot a window displays the

perfS@NAR " sourc: detalils

6240123114 = 6240122242

WEB USER INTERFACE

62.40.123.118

o

=‘ 62.40.122.246

62.40.122.114 6240.122.10
<< < > >

EEPE——— 62.40.122.10 6240.120226
From:  10/May/2012 - 1852
! 62.40.122.242 <
To: | 17/Mayf2012 - 1852 From 62 40.122 118 to 62 40.120 226

hour Ghous | day | week
>>  on16May, 11:25

Access 100}

= Interval = Averagen emel

Access utilization data

el
aon-| _
Access one way delay, jitter, loss ey
and fraceroute data a0l T oo
Access available throughput - = ey
historical data ' 2 o
— ERE
Make available throughput é. &0l 2 apgd
measurement = = 200
3 e 1004
= o
E T T T T T
2 . 0 5 10 15 20 25 30 (5]
= Time [seconds] L ]
a0l Interval Transfemred Throughput

559.5 Mbps (559,524,540 bps)

941.5 Mbps (841,493,440

1o} 125-18s - 927.3 Mbps (927,262,530 bps)

185 - 24s - 941.5 Mbps (941,489,600 bps)

| 245 - 30s - 941.5 Mbps (941,468,350 bps)

863 Mbps (863,018,500 bps]
GEANT
100
C T T T T T T T
11 May, 01:00 12 May, 01:00 13 May, 01:00 14 May, 01:00 15 May, 01:00 18 May, 01:00 17 May, 01:00

Time
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...and getting the results in two clicks

y B
. &
from the web interface GEANT*

perfSONAR web user interface

\ € ) http://psui.grid.aau.dk/perfsonar-ui/ -
= .~ Pickdestination GEANT_Milano

Pick source G et

PerfS@ONARM™ - rusmn

WEB USER INTERFACE | | i

GEAr..__‘lano T WA inrlnar i fhasoe Reporting interval (s): ]

G rap Type of Service bits:

mm  Intoanal moaciromonte s RUSTO0E MOSCITSRNanT

== |nterval measurements == Average measurement

GO
e
200

Too
, Bon-
T : |
Make available throughput 1 1 1
measurement 100 ! 1 Textu aI Ou tp u t ! !
2. " '}
Intenval Transfermed Throughput
Os - Bs 612 MB (641,757 548 B) 8557 Mbps (865,676,731 bps)
Bs-12s 611.8 MB (641,624,072 B) 855 4 Mbps (865,365,429 bps)
125 - 188 559 ME (586,134,285 B) 781.5 Mbps (781,512,384 bps)
185 - 24s 610.9 MB (640,556,692 E) 8541 Mbps (854,115,539 bps)
245 - 30s 605.6 MB (635,026,525 E) 8467 Mbps (846,702,037 bps)
Average 2.0 GB (3,145,064 448 B) 838.6 Mbps (838,575,034 bps)

.



