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AuUusCERT is:

An operational computer
emergency response team
(CERT) with 20 years
experience

University-based, non-
government

Independent and impartial
Self-funded and not-for-profit



AusCERT’s people

/ Coordination \ / Services \ / Business \

Centre (Ops)
* Incident response *  Software development *  AusCERT Conference
*  Security bulletins *  Future capability *  Marketing
*  Analysis and processing *  Systemsupport *  Membership

- /L vy - v




AusCERT’s incident response

Notification and
repatriation
Assistance for

members

Compromised web sites

Botnet CnC, drones

Publicly disclosed data
Vulnerabilities in software products
Malware

Phishing and other scams




AUsCERT’s Services

* Incident response assistance — proactive and reactive.

e Security bulletins via web, email and RSS tailored to each
individual’s area of interest.

 SMS Early Warning Alert Service (unlimited mobile phones).

e Papers and blogs providing analysis and trends for
information security managers.

* Malicious URL feed (blacklist).
 The AusCERT Remote Monitoring Service (ARMS).

e AusCERT Certificate Service for education and research
organisations.

* The highly regarded AusCERT information security
conference, tutorials and vendors exhibition at substantial

discount rates.



In the news: Data breaches
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Hackers breached Washington
state court with Adobe ColdFusio:
flaw

Swmmary: Hackers used Adobe software to stage a data breach that left up to 160,000
Security numbers exposed.
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Hackers used a flaw In Adobe's ColdFusion software to breach Washington state's Administrative
Office of the Courts.

The hackers may have accessed as many as 160,000 Social Security NUMBEFS and Lp to one mil
Bl crivers license numbers, according to a statement by the court on Thursday

The court has only confirmed that 84 Social Security numbers were definitely taken, however, a
belleves the breach occurred sometime between last autumn and February this year, according 1
Associated Press. It also confirmed the breach happened due to a flaw in Adobe's web applicatic
platform, ColdFusion.
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Syrian Electronic Army compromises

Yahoo Japan Data Breach: 22M Accounts Sky Android apps

Exposed
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Yahoo breach could have compromised 10% of all Yahoo user credentials. Meanwhile, Syria
Electronic Army targets The Financial Times.

©133 B1 3 19
; Submit

Hlike | |y Tweet [ srare

HOME NEWS

Mail  Print

Mathew J. Schwartz |

Yahoo disclosed Friday that a breach at Yahoo Japan may have exposed Filed under Applications
22 million login names to attackers
Passwords reset.
"We don't know if the file [containing 22 millien user IDs] was leaked or not,
but we can't deny the possibilty, given the volume of traffic between our
server and external terminals,” read a statement issued Friday by Yahoo
Japan. Yahoo is the country’s most-visited website, and is jointly owned
by Yahoo and Japanese network operator Softbank.
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The Syrian Elect
Army: 9 Things
Know

drupal, data breach
Yahoo Japan posted a link to a
related breach notification on its

The Syrian Electronic Army appear to have compromise:

MORE SECURITY INSIGHTS applications Related
A tweet by @SkyHelpTeam said: "We are aware that the A|
Sky+,Sky News

y installed it"

Data breach laws to
drive class actions:
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Drupal breach compromised a million accounts

By Danielle Walker on May 31, 2013

3:34 PM

0 ] srare

Comment Now and 4 Reactions

Hackers ransacked the servers of Drupal.org, an open source content
management platform, to plunder the sensitive information of nearly
one millian accounts.

Holly Ross, executive director of the Portland, Ore.-based Drupal
Association, said a vulnerability in third-party software installed on
company servers enabled the intrusion.

The Drupal Association is the nonprofit organization that supports the
open source CMS project Drupal, which is nota commercial entity.
Drupal software is offered free for download, and is comparable to
other popular content management systems like WordPress.

In a Wednesday blog post, Ross said usernames, email addresses,
country information, and hashed passwords were exposed in the
incident. All passwords were hashed, while only some were salted, an
additional security layer where a sequence of symbols is added to
passwords before they're hashed.
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In the news: Ransomware
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Whhere can I buy Ukash

Okash‘

Exehange yeur cosh for & Uk
use your voucher code in form

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.
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To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
OK).

If an error occurs, send the codes to address fir
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Phishing & other scams

 Online dating and mule scams — low technology

* Phishing attacks — medium technology
— Banks, online share trading
— Email systems
— Social networking websites
— eBay, PayPal

* How did the world solve these problems?
— Well, we didn’t really!
— We tried to educate against scams, with some success.
— Then the scams got better!

— However consumers are largely protected against financial loss by
law



Next, enter the high tech scams

Password loggers!

User: harry@ mybank
Password: ShOwMon3y




Even higher tech scams

Bug in the middle!

O

But your bank

sees this:

From Account: From Account:

Savings

Amount $

Amount $



AusCERT’s view of the world

Where to next?



Where to next?

* Targeted ransomware
* Targeted attacks using “watering holes”

* Targeted attacks using “spearphishing”

* New types of phishing



New types of phishing

* Universities targeted

* Credentials stolen via phishing

e Used for spam distribution

...Or could it be a reconnaissance for more?



New types of phishing

* The Anti Phishing Working Group noted an
increase in 2012 of phishing across multiple
domainsin shared hosting scenarios.

* Less work for the phishers!

http://docs.apwg.org/reports/APWG GlobalPhishingSurvey 2H2012.pdf

APWG


http://docs.apwg.org/reports/APWG_GlobalPhishingSurvey_2H2012.pdf
http://docs.apwg.org/reports/APWG_GlobalPhishingSurvey_2H2012.pdf
http://docs.apwg.org/reports/APWG_GlobalPhishingSurvey_2H2012.pdf

How can | take control?

e Due diligence of outsourced operations (such
as websites).

* Risk assessment (and incident response
planning!)

* Whatdo Il doif:
— My brand is phished?
— My infrastructure is used in a phishing attack?



Spearphishing: an old but dangerously effective
method.

In 2011, attackers targeted RSA staff with an Excel
sheet “2011 Recruitment plan.XLS” which
installed a backdoor via a yet-to-be discovered
Adobe Flash vulnerability.

The backdoor connected via the Internet to the
attackers allowing control and exfiltration of data.

https://blogs.rsa.com/anatomy-of-an-attack/
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Watering holes and spearphishing

 Watering hole attack: take a trusted website used by
a wide group, turn it into an attack vector.

* Apple, Facebook, Microsoft and Twitter employees
fell victim via a popular iOS mobile developers’
forum.



How can | take control?

* Planfor social engineering attacks.
* User education—does it work?

* Implement controls which segregate critical
systems and data.



Ransomware case study

How?

e Access was gained by an insecure remote access system used by the
medical practice.

When?
e Qvera period of several weeks.

e Afterinitial access was gained, the attacker gathered intelligence and
deployed his attack.

What?
* The attacker took control of the medical practice database.

* Two types of regular backup were used by the practice. The attacker
disabled one and took control of the other.

The damage?
 The practice database was unavailable.
 Aransom demand was made for $4,000.



How can | take control?

Make sure you oversee your IT provider’s operations. Ask:

1.

What are the incident response and disaster recovery plans? What
service levels apply?

Are backups regular, stored in a physically separate location and tested?

3. Aresoftware updates applied in a timely manner?

4. Hasthe environment been reviewed against a standard, eg DSD’s Top 357

Has a third party performed a review?

. Doyou have remote access from the Internet? Does it use a secure VPN

(virtual private network), or has the insecure “terminal services” port
been exposed?

6. Areall computers firewalled and running antivirus software?

Have network devices been updated and default passwords changed?

What information security management plan is in place? Does it adhere
to the 1SO27000 series for security/risk?



Carna Botnet

Compromised Devices of the
Carna Botnet

(also known as ‘Internet Census 2012’)

Parth Shukla
Information Security Analyst
AusCERT

pparth@auscert.org.au & twitter.com/pparth



What is the Internet Census 20127

* /0 port scan of the (allocated) IPv4 ranges

* Results were released Mid-March by an
anonymous researcher along with a paper onit.

— http://internetcensus2012.bitbucket.org/paper.html
e Results contain 9 TB of logs (pure text!)

* Publicly available for download through a torrent
as 568 GB of highly compressed (ZPAQ) files



Whatis in the 9 TB of data?

e |CMP Ping (52 billion records)
* Reverse DNS (10.5 billion records)

e Syncscans (71 billion ports scanned)

e Service Probes (175 billion records, 4000 billion
requests)

 TCPIP Fingerprint (80 million records)
* |PID Sequence (75 million records)
* Traceroutes (68 million records)



How is this feasible?

e Maximum of 4,294,967,296 IPv4 Addresses
 Using 1 device and 1 second per IP, it would take:
4 billion seconds = 126.8 Years

e But with 420,000 devices it would only take 2.6
hours!

* |n under 24 hours you can easily collect all the
data you need for all allocated IPv4 ranges!

* For problems of logistics and how the researcher
handled collection of the data refer to the Internet
Census 2012 paper



Whatis in the Carna Botnet?

* Millions of compromised devices (exact # not
published)

* =1.2 million of these had “ifconfig” on them so they
could be identified

— 420 Thousand of these were used to perform Internet Census 2012

e 70% of vulnerable devices too small, don’t run linux
or somehow limited (e.g. no ifconfig)

— Traceroutes of some of these devices in the public torrent
— The device must have had the traceroute command for this to happen!



This presentation

* About the =1.2 million identifiable compromised
devices

— This data obtained directly from the anonymous
researcher

— Used for analysis for the rest of the presentation
— NOT publicly available!

* From now on Carna Botnet = 1.2 million identified
devices = Compromised Devices of the Carna Botnet

e This botnet unusual because it’s not created by
phishing, exploiting a coding error or social
engineering!



How to be part of the Carna Botnet?

1. A device must be directly reachable from the
Internet

2. Telnet running on default port 23 (with no
firewall for protection)

3. Allow login using one of the default credentials
— E.g. admin:admin, admin:password, root:password etc

4. Not just make 1 mistake but 3 mistakes to be
part of this botnet!



What does the data contain?

= W N

MAC address with the last byte replaced by an ascending
number

Manufacturer - assumed derived from MAC address

RAM - assumed to be in kilobytes as that’s in /proc/meminfo
Uname - output of uname -a

CPU Info - output of /proc/cpuinfo

IPs - list of all IPs associated with this device. Last byte of
each IP was zeroed by researcher. Accuracy of each IP to
within a C class.

Country Code - two letter country code for each of the IPs.
Assumed to be correct at the time the device was
compromised.



200 unique country codes

2,058 unique device manufacturers

3,881 different RAM sizes

10,875 uniqgue unames (system information)
35,997 unique CPUs

787,665 unique IP Ranges (C class)



Compromised Devices by Country

United States Russian Federation
24243 21357
2% 2%
24352
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30452
2%

South Korea

38200 China
= 720141
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Turkey Hong Kong
87815 91453

7% 7%



Where is Australia?

* Only 1,614 devices in Australia (0.13% of total
records)

— This is 61% of records for the Oceania region

* Good sign for Australia to have only 0.13% of
world compromised devices

e Let’s have a quick look at device manufactures
of the compromised devices in Australia.



Distribution of Manufacturers in Australia
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Worldwide Distribution of Manufactures
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So why so many devices?

* Given the prominence of certain manufactures, it seems
obvious that most devices in the data are not because of
‘stupid’ people.

* Certain devices by certain manufacturers may:

— not allow the change of default logins for telnet.

— Have a ‘backdoor’ hardcoded with default credentials perhaps
to allow for remote diagnostics. (ISPs could have requested
this!)

— Lack of documentation that there is even a telnet server running
on it!

* what device wouldn’t you bother looking for an open telnet port?

— Require devices to have Internet Reachable IP to benefit from
full functionality of the product (i.e. remote viewing of CCTV
camera)



What has AusCERT done?

* Relevant data has been supplied to APCERT members and to CERTs
from any country with more than 10 thousand compromised
devices.

— Adds up to about 22 countries in total.
 Working on best strategy to tackle this problem for Australia
— Without timestamps, most telcos using DHCP can’t do anything!
* Working with IEEE to obtain official contact list for manufacturers
— So I;)/\_/e can work with manufacturers to bring awareness to them and
pubic.

* This presentation!

— Publication of what has been covered in this presentation and more to
come

e Please spread the word — public awareness is vital.



How can | take control?

Resources:

1. DSD Strategies to Mitigate Targeted Cyber
Intrusions
https://www.auscert.org.au/16633

2. Ransomware, today and tomorrow
https://www.auscert.org.au/17155

3. Carna Botnet
http://bit.ly/auscertcarna
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Thankyou!

Questions?

auscert@auscert.org.au

https://www.auscert.org.au/

n https://www.facebook.com/AusCERT/

https://twitter.com/auscert
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