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Clouds: In our way or enabling change
July 2013

DIGITAL PRODUCTIVITY AND SERVICES FLAGSHIP




Cloud Services has been promoted as the major
driver of productivity for Government and
smaller industry.

The relatively slow take-up of Cloud Services
however shows that the business case is still not
sufficiently compelling.
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What are the biggest challenges to be addressed
to drive productivity in Government Services?

Reducing the Cost and Increasing the Effectiveness of online Service
Delivery

] 35%

Understanding and Measuring Customer and Provider Outcomes
] 22%

Increasing the Effectiveness and Efficiency of Complex Procurement
[] 4%

(zovernments making Data Open and Available

] 13%

something else

] 26%

23 total votes - Vote - Reload

Source : Australia 3.0 Government Services Stream Roundtable “instant poll”
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x Australizn Government

Anstralian Government

Departmsent of Breadbsnd,

D partment of Brosdbamd, Communical tions and d the Digital Econo) "y

Commumicativns and the Digital Econeay

3, CREATING

==:% Advancing Australia
| ﬂ as a Digital Economy:
1

AN UPDATE TO THE HATIOHAL DISITAL ECONDMY STRATEGY

The National
Cloud Computing
Strategy

N Eov.au [ra— dbcde.gov.au/doud

nbn.gov.au

"The National Cloud Computing Strategy identifies that the Australian Government, with an annual
procurement of over $5 billion in ICT and associated services..”
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Why Cloud

Scalability

Users can scale up or
down cloud services quickly
and cheaply

é . Device agnostic
Resource pooling

Users can access cloud
services over a network through
a broad range of devices

Shared computing resoures can
provide significant economies of
scale which help reduce costs \_
and accelerate innovation

Capacity on demand
( 3

Metering The service already exists

and can be provisioned when
Users can measure their needed, usually through

consumption of cloud self-service interfaces. This
services quickly and easily, in turn allows organisations to

. and adjust accordingly ) . rationalise their legacy ICT
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Challenges retrieving data for 14% 35
reporting O -]
- -
Concerns about data security or 31% 79 09.3 ®
data privacy = (08
- e w
Inadequate IT staffing levels . 21% 54 N X
D o
Inadequate IT systems 29% 74 :'.. 0
Inadequate end-user skills 38% a7 -3 W
7S (o
Integrating data from different 28% 70 — ‘T
systems _l wn
> S
Integrating data from different 15% 39 o) ((»)
locations e N
- 0
_ B < M
Insufficient training for IT staff 12% 31 -=e Q)
(s O
- 0
Insufficient training for end- 27% 69 () 5'
users v 0a
The total cost of IT activities 57% 1435 'g
Unstable electric supply 3% 7 [ -
q
Total Responses” 252

Source : “2012 Global Cloud Computing Survey Results”, Connecting Up

O
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Email (e.g., Hotmail, Gmail, 38% 04

Microsoft Office 363)

Email marketing (e.g., 8% 21
ConstantContact, StrongMail),

Vertical Response)

File storage/sharing {e.g., 22% 56

Microsoft Sharepoint online,

suniandwod pnojd

9sh uoneziuesd.io JnoA sa20(

Dropbox, Box.net, Microsoft
Office 365)

Social networking/Web 2.0 (e.g., 33% B2

Facebook, Twitter)

Web conferencing (e.g., Skype, 20% 51
WebEx, ReadyTalk, Citrix Go to

Meeting)

Source : “2012 Global Cloud Computing Survey Results”, Connecting Up (compiled)

O
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Trust

Privacy
Certifying
Authorit

— =
—
—=:
==
—=
==
]|
\

Client Machine Mutual attestation protocol between TED, PCA

and App server:

Before eachtransaction, each entity proves to
eachother that their apps, OS, drivers and

hardware are
« unaltered and \
« operating as specified

|

LI

Application Server
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Legacy applications in the cloud




Policy Compliance

ﬂ_ .
e/ )|

&, ARSTHALI =
R

Privacy Amendment (Enhancing Privacy
Protection) Act 2012

No. 197, 2012

An Act to amend the law relating to privacy, and
for other purposes
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Co
Privacy by Design

The 7 Foundational Principles

Ann Cavoukian, Ph.D.
Information & Privecy Commissioner
Ointario, Canada

Privacy by Design is 3 concept | developed back in the 900s, o address the ever-growing and sysiemic effects
of Information and Communication Technologics, and of large-scake nerworked dara sysiems,

Privacy by Design advances the view thar the fumre of privacy cannot be assured solely by compliance
with regularory frameworks; rather, privacy assurance must ideally become an organization®s defaule
mode of operanon.

Initially, deploying Privacy-Enhancing Technologies (PETs) was seen as the solution. Today, we realmwe tha
amare substantial approach ® required — extending the use of PETS to PETS Pliis — raking a positive-sum
(full funcrsonzality) approach, not zero-sum. Thar's the “Plus™ in PETS Plus: positive-sum, not the eitherfor
of zero-sum (z false dichotomy).

Privacy try Design exrends o a “Trilogy™ of encompassing applications: 1) IT systems; 2) acoountable bosiness
practices; and 3) physical design and nerworked infrastructure.

Principles of Privacy by Design may be applied to all rypes of personal information, bur should be applied
with special wigowr 1o sensitive data such as medical informarion and financial dara. The strengrh of privacy
measures rends o be commensirare with the seasitiviey of the dara.

The objectives of Privacy by Design — ensuring privacy and gaining personal control over one’s informarion
and, for organizations, gaining & sustainable compettive advantage — may be accomplshed by pracacing
the following 7 Foundarional Principles (see ower page):




P -
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The Digital Elephant in the Room
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Provide guidelines and use cases where it is appropriate to use "private

cloud”, "public cloud” or some hybrid?

] 45%

Provide education for the benefits of cloud services and training for those
departments willing to move more Cloud based services

S0P M ued 1ey\

] 9%
Mandate movement to cloud services and provide funding for the
transition

0%

Clarify the scope and applicability of existing regulation on data
sovereignty and data privacy as it relates to government

] 27%
something else not listed above (please comment)
] 18%

11 total votes - Vote - Reload

Source : Australia 3.0 Government Services Stream Roundtable “instant poll”
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STANDARDS
Australic

S0P M ued 1ey\

Standards Australia Distributed Application Platforms and
Services (DAPS) Committee, known as the JTC1 SC 38 Mirror
Committee (IT-038)
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http://www.standards.org.au/

CSIRO’s IM&T Storage and Compute Cloud (STACC) Program has
been endorsed to develop internal research cloud services and
supporting frameworks, to enable researchers to create, manage,
scale and retire virtual research IT platforms, supported by self-help
user interfaces and tools

S0P M ued 1eym\

= -]
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http://www.standards.org.au/

The opportunity




The “Game Changers”

Twitter Apps
meme

bwibpic
StockTwits  EXEEEN
wefollow (ol

Listorious vitvid

Social Brand

e hdvetaog Patloms —— = ool
Lexity spruce.cn /oDl g

ScuTvE

Yorant

)jooqade}
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O s

Social Search & Browsing
D seumbiets secin spokes

Social Networks - Other

Unked® 2] ™ O8>
(plaxe Poth $HIEE
e Orkut Google- ##hashable™ gWarenren [

Content Sharing (Reviews/Q8ADocs)
i oy @2 cxz luplx@ foto; -
SYERLY ) (etedt_angics bt EIET) Seribd

Social Intelligence Social
render AITELITY Scoring

E3KLOUT
e ]

& Peerindex

Platforms Social Rderril Photo Sharing
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— S Source: Luma Pastners, Terry Kawaia
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93% Fibre + 4% Wireless + 3% Satellite

Satelliteand the “Last 3%” (DD
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One window on the Opportunity

Evidence

based e Analytics
policy and

decision e Optimisation
support

Service e Services innovation

delivery e Business process
transforma and business rules

eI e optimisation

e Wrappingthe service

Customer provider
centric e aroundthe customer

services e Services
personalisation
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Information from data supports disaster management..

R A
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Engaging through social media

* Closing the gap between the “1” and the “many”
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Case Study
Human Services Delivery




Customer Situational Awareness

Social . .
l Overdue
\ ’ payments

Complaints ‘

Account ‘ ~ New
Closures Accounts

Usage

Customer
Call Centre

Transcripts

Situation h




What to do with It

Population

!

Resource allocation
1 | Strategic/tactical planning

l Customer service

26| CSIRO - QuestNetCloud Conference

Customer
Situation




What to do with It

Personal

N Static

Data

Customer
Situation

Up
sell
Happy

Cross
sell

History

Characteristics

Special Not so
Offer Happy \
Case \ Personal
Unhappy — Sentiment

manage
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Conclusions




Conclusions

*Focus on Digital Maturity

*Develop guidelines and use cases . o
for Government agencies and for -l o=
SME’s where it is appropriate to use R
“private cloud”, “public cloud” or - &=
hybrid

*Develop means to allow Australian :
companies to be part of the ENL 1 ==
realisation of the national digital
economy strategy

Analyse the benefits over time
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Productivity isn’t everything,
butin the long run it is almost everything.

Paul Krugman, 1991
Professor Princeton University,
Nobel Prize in Economics 2008

Thanks to CSIRO Colleagues
John Zic
Dimitrios Georgakopoulos,
Digital Productivity and Services Flagship Alan Dormer
Jay Guo

DIGITAL PRODUCTIVITY AND SERVICES FLAGSHIP




