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Information Technology Resources

Background/Overview

What is it?
* Internet Authentication
* Internet Monitoring

= |nternet Control
Why do we need it?

= [nternet costs

» Flexible, open access to the Internet
= Audit trail
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Selection Process

Guiding Principles:

» Encourage Research & Education use of the Internet.

* Improve ease of access to the Internet

» Increase user awareness of the impact of Internet use

Key Tender Requirements:
= All Internet traffic (not just proxy)
= Single Sign On
» Future Voice Billing requirements
= Auditing/Reporting requirements

15/07/2010 Internet Management System

Slide 3 of 19

7/15/2010



Information Technology Resources

Design Overview 1/2
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Design Overview 2/2
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Authentication Methods

= |A Client

= \Windows, Macintosh, Linux

= 802.1x
= UCONNECT Wired/Wireless

= Web page
= Redirection — pop up window
= Submit IP address of alternate device

= API

» Third party device to check user’s access
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Reporting

= Pjvot Table
= Web reports
= Email to users

= Email to Head of School/Department
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Internet Usage Report
By Department
AS Reporting Pericd: 07 Jun 2010 to 07 Jun 2010
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A Internet Usage Report
Detailed Usage Statistics
AS Reporting Peried: 07 Jun 2010 to 07 Jun 2010
Selected Department: All

Top Sites by Role

e e e A S

Mon-Uni Member
1 - snnet 0.58%
2 - - Wy 0.43%
3 S et 0.18%
4 w—ry_tv 0.18%
5 w— g—n_cOM 0.17%

Mot Specified
1 e - au 1.44%
2. N - hi.au 0.84%
3 - - som 0.63%
4 - - e com 0.61%
D w— - - au D0.47%

Staff
1 e 3L 12.80%
2 Sy — — DT 10.11%
3 .15 3.01%
4 —— - th 3.80%
o net 2.46%

Student
1 . S——_ COT 8.66%
2 52 4.03%
3 243 3.40%
4 . COm 3.30%
5 - —_COm 2.10%

ation Technology Resources

B i ]

Intemet Management System (IMS)

Vlelcome to the JTAS temst Menagement System

T IS allows the nivarsiy to alocats memet tefic to speciic Lsars anc depariments and to moniter the rate ard typ o ntemet usage at the university. Cny computers that bave an actve INS sessior are permittad to access ths intere:.
Please enter your ssemam and passwod to actiete a session or this computer:
Uszr Name

Passuord

Please contact the Senice Desk on x1318 or via emeil Sevice Jeck Gucas edu au if you nava any cificuties or ques:ions re access ngthe Irtemet

4747
Conyight Disdimess
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All Internet access is monitored

Usi of the Intemet must be begal, sthical and sppropriste. Rk 15 the

b5 centig 1 your crgnal rquest

CT usage

Your session

A pop-up “Rorep-abe” window i4 requined 16 ke your ilemet Sasaion sctive. I you hi clobed this wisdow o th window Eled to 12e1, 2

You can view your sessions and usage statisics a the Session Mang

Getting access
A Mucistoih 5K chet i valabe 1o suthastscat you to the Itamet Manageeent System ot kegin - download the ktermat Authartication Chest ischent]

Macintosh and Windows chents using UiConnect winsless are signed in automaticaly and da not need the iackent. Windows wsers on the UTas Active Directory wil automatically have the chent installed

(8155 Koep- 2

[ e

are logged in as wtas\aiion at SOT2010
5:24:12 PN This webpage is used by the Intemet

Syste

Server that your computer is stll active

Yiow should nol close this window of your inbemet
access wil be dsconnected. ¥ you accidentally
chose this ksep-aitve window you can restan i by
wating ms.ias odu.ou. | Logout

D Iriemet | Protected Mode On 43+ RINN =
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UTASE Information Technolo

Internet Management System (IM3)

Welcoms to the UTAS Intemet Management System.

The IMS allows the uniwersity to aliccate imemat trafic 1o specific usars and departments and 1o monor the rte and typs of intemat usage at the university. Cnly CompUters that hawe an actve INS
sicn ane permitted 1o access the intemet. The details of your curment sessscn on this compater am

Username.  ulasladilion
Role.  S1aff (IT Resources)
forkstation: scks-ein 21639 s utas edu.au

The list belw shows &l the IM3 sessions currently alocated 1o your login. if your login has multipie roles associsted with i, you can change the role for sy of these sessions. You should set the
comect rals at the start of each session 1o ensure intemet Leafic is allocated comectly. Changes 19 your robe become effective immediately 39 you can change your robe withoul disconnecting o
loggng ot

Workstation Role Sesshon Start Logout Schedule IP Address
:JEB"";:‘:?:]“ Saaf (IT Resources)  S/0T/2010 50831 AM 10,200 5 183
ST St (T Resources)  SA7/2010 54124 P 10.200.5 187
;;’;;:a asadugy S0 Rosoures)  SO72010 54205 PM 2T SN2 Saluct

User Traffic Overview

@ Month Total Usage 338 56 MB (You s within your qusti |

@ Dalty Average 134 48 M [You am within yoor quota |

Click barg for mofe detals.

Intemet sccess for other devices

You can ctivate an IMS session on ancther computer o divice Using YOur legin name. IMS sessicns activated in this way can b+ scheduled 1o 5tan o a rominated time and expite ster o spetified
duration. To activate an IMS ses5ion on another computar

gk here

7/15/2010



Information Technology Resources

UTASE Information Technology Resources

Internet Management System (IMS)

Usage Information

Previous Month Next Month

Usage for May

@ Flash
-» Vids: HTTP
® oth
a0 —
Protocol Usage (MB) Percent
HTTP Browsin g §21.20 64.04
Binary over HTTP 132.80 10.36
RTMP 1212 8.74
Flash 55.19 4.30
Video over HTTP 53.69 4.19
Others 107.28 8.37
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Implementation:

» Communication
= University wide
= Individual departments
» Feedback post implementation

= |dentification of Subscription Services
» Deploy iaClient through SCCM or Casper
= Subnet and AD Group limitations
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Feedback

= Big Brother
* |mprovement in ease of access

= TSA / UTas collaborated as one team to
develop the best possible, most suitable
solution
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Questions?
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