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é_Secure the Internet.

1 Check Point I

Protecting Research
Data and Controlling
Network Usage
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Global Security Leader & Check Point

» Global firewall/VPN leader and mobile data
encryption leader

Leader » 170,000 protected businesses
60 million users
100% of Fortune 100

100% focus on security

100% » 1,500 security experts
. » 66,000 Check Point certified professionals
Security worldwide

» From Firewall-1 to Software Blades

» 2,300 employees, HQ in Israel and USA, 80
offices in 30 countries
Global
>

3,000 partners in 88 countries

Footprint » 250 stocking locations worldwide
>

120 authorized training centers
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Agenda & Check Foint

Challenges

Full disk Encryption

Media Encryption/DLP

Management/Application awareness
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Challenges & Check Point
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Challenges & Chegk Point
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Agenda & Check Point

Challenges

Full Disk Encryption

Media Encryption/DLP

Management/Application awareness
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Endpoint Security Full Disk

. (-1 Check Point
Encryption .

=8 SOFTWARE TEGHNOLOGIES LTD,

Boot Records Highly Sensitive Files User Data

Unprotected

MBR PBR Operating ~ System Files Data
. Open Information System (PW Swap etc.)

D Secured Information

File Encryption

Operating  System Files Data
System (PW Swap etc.)

Full Disk Encryption

Master Pre- Modified Operating System Files Data
Boot Boot Partition System  (PW Swap etc.)
Record Authentication Boot Record
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Full Disk Encryption & Check Point

Up to AES 265

SSO

Central Management

I Pre boot Authentication I
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-1 Check Point
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E Full Disk Encryption

n Media Encryption/DLP

n Management/Application awareness
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File-based Encryption

« Protect individual files
= Distribute sensitive

_”.”

Encrypt files and folders

information securely

New option when deploying
Endpoint Security _

1 Check Point

SOFTWARE TECHNOLOGIES LTD,

=1 Check Point Endpoint Security - R73
Configuration

(T Firewall / &nti-malware / WebCheck / VPN
Select the Endpoint Security nstallation package to be deployed.
Package: I

I Full Disk Encryption
Select the Full Disk Encryption installation profile to be deployed.
Profile: |

¥ Media Encryption / Port Protection
Enter the Media Encreption Server IP address [or LDAP name) ary

IP Address or LDAP Name: [1.1.1.100

’l v FiIeBesedEmrmionl

Profile: [-\profie. el
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File-based Encryption & Check Foint

I Secure files and folders located anywhere I

On removable media On DVDs and CDs

» Uses the strongest government-
certified encryption algorithms

a
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Protected Folders L3 Check Point

= Create protected
folders to secure

sensitive information
= Drag files to protected
folders for automatic
encryption
;j Make a new Folder
A Putlsh thi flde tothe
& Share this folder
Other Places ﬁ + :F_:
e Local Disk (C:)
g 3 1y Domamess legal
o i Shared Documents
& sharedbomme
g My Network Places
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Encrypted Packages & Check Foint

I Distribute sensitive files securely I
e Create encrypted .EXE and .ISO
Search... packages for secure file distribution

Sharing and Security, ..

BEETER o roecsd s | e —
1 .
Send To ¥ Create Encrypted Package. .. click menu
|| Creats Encrypted ISO Image...
Cut
Secure Delete. ..
Copy

Create Shorbcut

Delete
Rename
Properties - .
e critical.exe Importa
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Nero Multimedia Software Integration & GheckPoint

I Transparent encryption of DVDs and CDs I

: -
. Seamless integration —_— S e
with Nero 9 multimedia i 3| am '
@;}] [CJpetermine maximum speed
software - Dlsmusien
[rite
[CIFinalize disc (No further writing possiblet)
m B(EI [Clverify written data
DVD-ROM (UDF{ISO) Writing
* Provides centrally 2| — =
enforced encryption of — ] VT —

DVDs and CDs burned e

with endpoint PCs D
\ |
——
_Il:\
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Agenda & Check Foint

E Full Disk Encryption

n Media Encryption/DLP

n Management/Application awareness
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Multi-layered Endpoint Protection & Check Point

“It is clear that signature-based
protection mechanisms...are
dead.” - peter Firstbrook, Gartner 2009

CUAN TV UV ovallu
Virtualizes your web-browser, Protects your endpoint from
protecting it from drive-by unsecure and, malicious
downloads applications
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Transparent User Experience I Gheck Font

Single:

Interface

Compliance o
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Up o dabe . 6 racent niectons gosrathic sd

Secure Biowsing ok

6 thrents Alopped e Ecacking oL C s

Kotwark & Appiaation Firewall = Scan

12 unzodc fed connections boceed

VPN
Conmmcten: Lo v ] mycompsing cum e es in 253212 Connected
Fisll sk Encapptunn 2
Iecovery 18 w2 12 C&e. LOCryRing U & (40% complets) & Fneyping Logon
I
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Management and Reporting & Check Roint

B rolicy General Details

se|ny
llemauid

Unified

management for K
all endpoint rrre— o

(@)

& Ol Buin o

e Compliance Rules Oulmb sl Seduae | T 3

components S . o 23
qt—ﬂlh*.huypum o 8 %

Q

(]

Tt b el ¥ e i

Simplified policy |=-f—-—. -
settings

(7 Data Loss Prevention e |awwas ownsnzin | P <

& Ppollcy Ganaral Natalls
Hon Fnarypbed Medin Arcen febinagy
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User Aware Management

3 Check Point

SOFTWARE TEGHNOLOGIES LTD,

Granular endpoint-security visibility and management

“ User - veronicaFull , Machine:

User is Compliant [—

w Compliance = Enciyption o ;‘i:fle‘:[iaol;f;zﬂg clion
' f[)ata Loss Prevention
v [@)Access Zones Rules

i= [[liMy Urgangz=tion (¥)
. &3 Lirectonies (6]

=1 2y river.oom (6}

g lsens 1)

5 Compurers (1)

& User Name: veronicaFull & Login Name: veroniczFull
=] E-Mail: @ Phone:
=% Account Expiration: Monday, January 01, 0001

[ii] Member of Groups:  Administrators
o Domain Admins

Machine Info:

43 Domain Cortelars
45 bukin
2 Hr_Uzare
13 Test_Usars (2}
= 5 Sales (2]
.y Cenfra Suropec
iy APAC

“® Machine Name: ver51

JE S st dived el

FE Operating System: Windd’

Faguae Slals Fulicy Hane

User / Endpoint s Palcies - vercnacalul
Info rm atlon g Malar= Frotecton Loores=d s are anomcs

e 19 S ity P Py

and security Bl
Feik. | addetmrlly, v

Direct policy assignment for users

i Push Palioy

{2y Americas (1]

=2y Minance

(= 43 Marketrg

(=l £ rver cor All Groups

3 5 Sarday

[0 3 Surcay &l Grouss
® g Nzmorks
* iy Other Us=rs/Computers

Policy assignment
exceptions view

— |
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Organization-Centric Management & GheckReint

=8 &| My Organization e |
= [ Directories
= [F3 sample AD
. [£3 Computers
|- [3 Users
i [F7 Domain Controlles
= [F7 Manzgement

-Multiple levels of inheritance

- Beenevscen wGranular exceptions mechanism

‘. [3 Middie Managemen

= Barrence -Policies for groups / networks

B3 PurchesV

3 Payroll

5 Esaes -Define specific behavior when

| [ EmEa

B usa v Connected to Enterprise

=) [ Production

B st v Disconnected
v Non-Compliant

3 site 2
. [2HR
[ Sample AD All Groups
[ Networks
* [ Other Users/Computers
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Organization-Centric Monitoring & GheckRont

Hos [ =]

&t Coerven | B My g | [ Pecrs | B Morierrg | % Tt Doyt

L © [0uU - Americas
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Granular Device Tracking & Check Point

I Track removable devices individually I

m Create unique serial
numbers and assign to
removable devices

m Track and log devices by
serial number for
reporting and compliance

Log event )

Log event| Device rfimation

Dievice diplay name: | Dk difve: | Previows |

Devis iendy nave | Kingeton DataT '2uusnne' Ned

= :
Marufachurer [Stardad sk durves)

pae o

Removabie dovice: | Vex
Drevcee class: {4D36E967 £ 325-11CE BRCT-OS00ZEE 10318}
Devie D svings | USDSTON\DiskKingstonDataTraveler_201.00

USBSTOR \DiskKing:tonDataTrovele:_2.0
USBSTOR\DiskKsr

USESTORWingstorD ataTravelker 2101
FingstorD ataTraveles 201

Device serial number: 99900...

Dy ; 1
1 I

l Add this devace o devies manager i

S— T
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Granular Device Management & GheckRont

I Manage removable devices individually I

= Rename or group devices for easy management
= Assign individual or global security policies

Default Properties [X|
{ Proaram Secuity Guard i User Inteiface i Auditing | Advanced |
Device Manager { Removable Media Manager I Enciyption |
Define  Audt  Plain Text Encrypted &)
| “e» Removable Media Devices & [V hoaccess Access
e Kingston DataTraveler ... = [v Mo access Access
% 995000000000000... | & [¥  Full access, Execute Access
Apple iPod = 4 Mo access Access
4 DVDJCD-ROM Drives 5] [T Moaccess Access
e External Hard Drives & [¥ Mo access Access
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Summary of our solution & Check Point

N

ST iy

Software Blades

Container

U walicc vlalc

Firewall and Security Compliance

Full Disk Encryption

DLP

Anti-Malware / Program Control

WebCheck Secure Browsing

| Remote Access I

Total Endpoint Security
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| Check Point

SOFTWARE TEGHNOLOGIES LTD,

Questions?
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