
1

Unified Threat 
Management

Benjamin Teh
Sales Director – Asia South

Increasing sophistication of threats
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The elusive vulnerability window

• "Mr. McKinnon is charged 
with the biggest military 
computer hack of all time“

• … crashing a network of 
300 computers at the Earle 
Naval Weapons Station to 
be shut down for a week. It 
took a month to fully repair 
the damage …

• … cost of tracking and 
correcting the problems at 
about $1 million.

It Doesn’t Take a Genius 
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Cisco and stolen code
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Fortinet’s Goal

Become the dominant provider 
of security solutions -

EVERYWHERE

Core, edge, endpoint

IN TIME

Real time performance

ALL THE TIME

Updates, services

The Nature of Threats Has Evolved…

A Multi-Layered Security Solution is Required
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“The UTM market is being created because it is quickly catching on with 
customers and vendors. UTM incorporates firewall, intrusion detection 
and prevention, and AV in one high-performance appliance.” -- IDC, 2004

16.8%$3,449.5$2,948.3$2,632.4$ 2,309.1$1,892.7$1,584.0Total TM 
Security 
Appliance

57.6%80.1%6.6%$1,987.2$1,324.8$828.0$517.5$225.0$104.9UTM Security 
Appliance

42.4%-0.2%93.4%$1,462.3$1,623.5$1,804.4$1,791.6$1,667.7$1,479.1Firewall/VPN
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UTM Products Will Overtake Standalone 
VPN/Firewalls by 2008

IDC UTM Leadership Over Point Solutions

Source: IDC, 2004

$  1,588.84100.0%66031104.9Total

$  1,227.124.5%36804.7Others

$  2,554.031.2%5091.3Pyramid Computer

$  1,265.003.8%31624.0eSoft

$     787.765.9%66015.2Netscreen (acquired by 
Juniper)

$  1,021.8911.4%1174312.0ServGate

$   4514.8121.7%505022.8Secure Computing

$  1,740.3922.9%1379024.0Symantec

$  1,437.4829.5%2149630.9Fortinet (#1)

Average Vendor RevenueRevenue ShareUnitsRevenueVendor
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“Fortinet, with the only ASIC based AV accelerated UTM appliances, led 
this UTM market in 2003, with $30.9 million in revenue and a 29.5% share 
of the worldwide market.” -- IDC, 2004
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Industry Moving Towards Appliances With Greater Functionality

Network Security Market EcoSystem

$2.7

$0.3

$0.4

$0.4

$0.5

$0.5

$0.3 $0.8

$0.4

$0.2

$0.3

$0.1

$0.1

$0.1
$0.1

$1.5

$0.1

$0.7

$0.2

$0.1

$0.2

$0.1

$0.3

$1.9

(20%)

0%

20%

40%

60%

100%

INDUSTRY CONCENTRATION

P
R

O
JE

C
TE

D
 G

R
O

W
TH

 2
00

3 
–

20
08

E

LOWHIGH

Antivirus

Unified Threat Management Appliances
CAGR: 80.1%

Legacy
Auth.

Directory
Services

Firewall
Hardware

Network ID&P
Appliance

Web
Filtering

Advanced Auth.

Host SSO

SCM Services
CAGR: 50.3%

Enterprise
VPN/Firewall

Software

Hardware 
Auth. Tokens

Network ID&P
Software

SCM Appliance
CAGR: 54.1%

Corporate 
Firewall Desktop

User
Provisioning

Web SSO

Messaging
Security

Host ID&P

Vulnerability
Mgmt

PKI

Security
Mgmt

Consumer
Firewall Desktop

Note: Industry concentration values denote sectors where the top 3 vendors combined hold between 15% market share (low 
concentration) to 85% market share (high concentration). Security management market includes security information 
event management, patching and remediation, forensics, policy and compliance, security systems and configuration 
management.

Source:  IDC and BAS estimates.

AntiAnti--SPAMSPAM

• Anti SPAM

– Reduce unwanted email 

• Web filters

– Eliminated unproductive web-
browsing

• VPN

– Delivering secure remote access

IPS / IDSIPS / IDS

Multi-layered Security
- Approach to Complete Content Protection

• Firewall
– Defend against intrusions

• Antivirus Gateway
– Protect email from virus 

infection

• IPS / IDS
– Protect against malicious 

attacks

UsersUsers

ServersServers
AntivirusAntivirus

FirewallFirewall

URL  FiltersURL  Filters

VPNVPN
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AntiAnti--SPAMSPAM

• Disadvantage

– Requires multiple products

– Increases network complexity 
and operational cost

– Does not defend against 
“blended threats”

IPS / IDSIPS / IDS

• Advantage
– Provides comprehensive 

security approach
– Minimizes down-time from 

individual threats

UsersUsers

ServersServers
AntivirusAntivirus

FirewallFirewall

URL  FiltersURL  Filters

VPNVPN

Multi-layered Security
- Approach to Complete Content Protection

- The Fortinet Approach
Multi-layered Security 

AntiAnti--SPAMSPAM

• Disadvantage

– Requires multiple products

– Increases network complexity 
and operational cost

– Does not defend against 
“blended threats”

IPS / IDSIPS / IDS

• Advantage
– Provides comprehensive 

security approach
– Minimizes down-time from 

individual threats

UsersUsers

ServersServers
AntivirusAntivirus

URL  FiltersURL  Filters

VPNVPN

FirewallFirewall
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FortiGate 
- A New Generation of Security Platform

• FortiGate Unified Solution 
– Firewall

– Antivirus 

– IPS / IDS

– URL filtering

– Anti-SPAM

– VPN

– Bandwidth Shaping

• Advantage
– Provides comprehensive 

security approach
– Minimizes down-time from 

individual threats

UsersUsers

ServersServers

Fortinet Delivers UTM Solutions for the 
Enterprise
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Fortinet Technology 
Advantages

Stateful Inspection Firewalls Don’t Analyze 
Payloads so they Miss Content Attacks

http://www.freesurf.com/downloads/Gettysburg  

Four score and our forefathers brou

ght forth upon this continent a new nation,       

n liberty, and dedicated to the proposition that all     

STATEFUL 
INSPECTION 
FIREWALL

Inspects packet 
headers only – i.e. 

looks at the 
envelope, but not at 

what’s contained 
inside

Packet “headers”
(TO, FROM, TYPE 

OF DATA, etc.)

Packet “payload”
(data)

DATA PACKETS

�OK
�OK
�OK

Not Scanned

�OK

CONFIDENTIAL
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Deep Packet Inspection 

http://www.freesurf.com/downloads/Gettysburg  

ght forth upon this continent a new nation,       

n liberty, and dedicated to the proposition that all     

DEEP PACKET INSPECTION
Performs a packetPerforms a packet--byby--packet inspection of contentspacket inspection of contents
But can easily miss complex attacks that span multiple packetsBut can easily miss complex attacks that span multiple packets

�OK
�OK

�OK

UndetectedUndetected

Four score and our forefathers brou !

• Fragmentation can hide malicious content

• True security relies on multiple security layers

Complete Content Inspection

COMPLETE CONTENT PROTECTION
1. Reassemble packets into content

Four score and seven years ago our 

forefathers brought forth upon this      

BAD CONTENT  a new                                                       

liberty, and dedicated to the proposition 

that all…
!! !!

BAD CONTENT

BAD CONTENT

NASTY THINGS

NASTIER THINGS

DISALLOWED 
CONTENT

ATTACK 
SIGNATURES

http://www.freesurf.com/downloads/Gettysburg  

Four score and our forefathers brou

ght forth upon this continent a new nation,       

n liberty, and dedicated to the proposition that all     

2. Compare against disallowed content and attack lists
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Complete Content Protection Requires 
Enormous Processing Power

19901990 20002000

Email SpamEmail Spam

VirusesViruses

TrojansTrojans

WormsWorms

InappropriateInappropriate
Web ContentWeb Content
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Stateful  inspectionStateful  inspection
SimpleSimple
IntrusionsIntrusions

Denial of ServiceDenial of Service
AttacksAttacks

DeepDeep
PacketPacket
InspectionInspection

CompleteComplete
ContentContent
ProtectionProtection

19951995 20052005

Sophisticated Sophisticated 
ntrusionsntrusions
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1010

100100

10001000

Global Infrastructure Ensures Rapid 
Response to New Threats

More than 10 Fortinet Threat
Response Teams and FortiProtect 

Distribution Servers

Automatic AV & IDP Updates Can 
Reach All FortiGate Units Worldwide

in Under 5 Minutes

FortiProtect Center 
Web Portal & email Bulletins
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Sample FDN server updates

Random sampling of discovered viruses
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Fortinet Differentiators
- Products, Technology, Service & Support

And Lowest Total Cost of OwnershipAnd Lowest Total Cost of OwnershipAnd Lowest Total Cost of Ownership

Fortinet Company Overview

� Founded October, 2000
�Founder, former Pres. & CEO of NetScreen (NASDAQ: NSCN) 

� 600 employees; HQ in Sunnyvale, CA
� Offices throughout Americas, EMEA and Asia

�Belgium, France, Germany, Italy, Sweden, UK
�Tokyo, Seoul, Beijing, Shanghai, Hong Kong, Taipei, Singapore, KL, etc.

� Creators of world’s only ASIC-powered antivirus systems
�Addressing the need for real-time network protection
�More than 80,000 FortiGate units shipped to 2,000 customers

� Achieved >10x revenue growth in 2003 vs. 2002
�Among the fastest growing network security companies in history

� Completed $50 million mezzanine financing Feb 2004
�Total equity raised $93 million

CONFIDENTIAL
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Thank You


