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Email is Under Attack!!! M, miR&POINT

External Threats:

* Viruses & Hackers

¢+ Spam & Phishing

+ DOS & Password attacks
¢ Directory harvests

¢+ Business continuity

Internal Threats:
+ Zombies
+ Harassment & Abuse

¢+ Email floods & Flames
¢+ Information leaks
¢+ Compliance & Discovery \
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Threats = High Business Expense

M, miraPOINT

EXTERNAL THREATS:

L 4

80% of viruses enter customers’ networks via email with typical
infection costing up to $500,000—Gartner

About 450 viruses are discovered each month—IDC

In 2004, more than 8.8 billion spam messages were sent
every day—IDC

Spam will cost companies $198 billion by 2007—Radicati Group

The Nigerian ‘prisoner’ scam, which asks people to invest money to
transfer millions of dollars supposedly trapped in overseas bank
accounts, extracts $200M from its victims a year—FBI

INTERNAL THREATS:

*

51% of users have received pornographic spam messages—Queens
University

Chevron settled an email harassment case for $2.2 million that was
based on sexually offensive messages including a "joke" sheet titled
"reasons why beer is better than women"—Osterman Research

70% of all Internet porn traffic occurs during a 9-5pm
workday—NFO Worldwide

Phishing accounted for $2.4 billion in fraud, or an average of
$1,200 per victim, during 2004—Gartner

In March 2004, Bank of America was fined $10 million by the
SEC for failure to keep email records—Boston Globe
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Spam, Spam, Spam... M, miR&POINT

What Type of Spam do You Receive the Most? (Choose up to 3)

Other

Chain Letters O Owerall

MNigerian Fraud/Fhishing

#2 Financing | Consumer

sers

Gambling

Software

O Corporate
Users

#3 Pornography

#1 Prescription Drugs

y
0% 10% 20%  30%  40%  50% B0%  70%  80%

“ of Respondents

Top spam = Drugs, Money & Sex!
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Threats & Implications... M, miR&POINT

Has Spam Led You to Use Email Less?

13%
15%-

10%-

said "Yes"

9% 1

Percentage that

0% A

Cormporate Users  Consumer Users Cherall

Spam has measurable impact on email usage!
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Hidden Cost of Threats M, miR&POINT

E=xternal /Internet
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Greater User Education Required M. mirapoInT

Hawve You Ever Clicked on a Link within a
Spam Message (other than unsubscribe)?

Yes 39%
o

cIlll o1%

Source: Radicati Group & Mirapoint survey, March 2005
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+ Reveals active email
inboxes & generates
more spam

¢ Creates future risk
from phishing, DOS
& other attacks

+ Links can be source
of viruses &
malicious code

* End-user policy
documents critical




Greater User Education Required M. mirapoInT

Have You Ever Lost Money to an Email Scam?

12% -
10% -
8%
6%
4% -
2%
0% -

4%

% that say "Yes"

Corporate Users

11%
9%

Consumer Users Civerall

Roughly 10% of users have lost money in email scam!
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Opportunity Spurs Innovation M, miR&POINT

Have You Ever Purchased a Product or Service
as a Result of Spam?

Yes 11%

o

= —k

tIIII 84%

Source: Radicati Group & Mirapoint survey, March 2005
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Spammers Have New Tricks M. mirapoINT'

¢ In addition to random text used to thwart
Bayesian filtering

+ Spammers have learned new tricks with HTML

* Exploiting HTML with table columns to separate characters
or using ‘off-shade’ colors to bypass filters

+* Embedded images with single links
¢ Using well-positioned text to create ‘ASCII art’

+* What’s a durable solution?

+ More than rigid & reactive CPU-intensive rules-based filters
* Proactive approach that can adapt to shifting spam threat
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End-User Control

M, miR&POINT

+ Address evolving spam landscape & ‘false-positive’ factor

¢ Mirapoint’s Junk Mail Manager provides individual quarantine
mailboxes on edge security appliance; keeps spam out of inbox

+ Reduces load on core mail server & increases performance

¢ Helps IT manage bandwidth,
storage & administrator

resources

¢+ Integrated per-user controls
for white/black lists &

content filters

+ Automatic message aging
available to auto-delete
questionable email
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3 Mirapoint Junk Mail Manager for jveizades - Mozilla Firefox

Fle Edt View Go Bookmarks Tools Help

My Junk Mail
My Junk Mail

Search [ Delete ][ Deliver ][ Approve ] [ Goto ] Select/Clear All
Msg 8 A Date Size From Subject

Controls

‘White List Oae

Black List 106
Exemptions 3 6
Content Filtering

Summaries
Trash [Empty]

Help

51426 4k Bravo Z Willard
926 15k Porfirio Winter
6k stacy durant

3k Agustin Dunbar
4 Ok Alonzo Meade

3 22k Eugenia Navarro

50 5k Kiara

1§k Special Promotions
6k Gift Card Promotion
3k Cecelia Sweet

iams H. Denton

0 16k Brian & Krista Johnson
3k Enommous Health Newsl..
Tk Agustin Childs
Tk Charity Wells
5 3k Mauro Shaffer
7k Larry Landis
732 %k DeliaDooley
33 Tk Limited Computer Prom..

051930 5k Incentive Promotions

37 messages for jveizades *

free zreat offer lose weight
Software 3000 fozarty

We provide customers better ddeals on tablets. Don't miss...

You Need This Hunt

bare perseverance maltese push

FYL: time to refill

John Check out 2003 New Car prices - Lowest price search

functor actress apprentice

Delivery authorization for John

Brooke Burke loves Rolex watches

Thank You For Your Business John (C ion #32-17623883)
Beward Confirmation John 232-10207§353

Read

Can vou afford to ignore SmallCaps?

[none]
[E@H Alumni] Senior Enzineering Positions at eBay
Stop smoling in just 7 davs John

Featured Profile - no spin or asenda_ just the facts
Our leadinz spotlizht company

hev

Load up early and powerize vour portfolio

atrophy syntactic duluth current
Delivery authorization for John
Thank You For Your Business John (C ion 232-17923895)

sift3.mirapoint.com @ o

11



Integration to Desktop Client

M, miR&POINT

& _Junk Mail Manager Summary

: FElle Edit ¥ew Tools Message Help 0
: @+ Reply @ Reply All @ Forward 2 X 00

From: Administrator @mirapoint. com
Date: Sunday, April 17, 2005 4:00 AM
Toe jveizades @mirapoint.com
Subject:  Junk Mail Manager Summary

Junkmail summary for: jveizades
Last report: 04/16/05 04:00:00
Below is the list of messages that Junk Mail Manager has most recentlv categorized as junkomail and quarantined for this account.
Click a Subject link to view the message, Deliver B2 to deliver the message, or Approve 5 to deliver the message and add
the sender to this account's Junk Mail Manager White List. Adding a sender to the White List ensures that their mail to this
account is never categorized as junkmail

You can ignore the junkmail messages included in this summary and they will be automatically deleted after the expiration date set
by vour administrator.
Expiration date: May 01, 2005

Click Login to open Junk Mail Manager: vou will need your user ID and password.

Deliver  Approve Date Size From Subject
&2 Lz Apr16, 2005 0546 | 6k |Gift Card Promotion |Reward Confirmation John =32.192076353
E3 Cg Apr 16, 2005 08:17 | 3k |Cecelia Sweet Read
&4 &z Apr 16,2005 08:40 | 3k |'Willlams H. Denton | trw this

Vou are receiving this message because this email account uses Junk Mail Manager to quarantine junfomail. To stop receiving these messages, log
in to Junk Mail Manazer and use the Controls page to turn Junk Mail Manazer off or the Summaries paze to change how often these messages
COMMeE to Yol
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¢ Junk Mail Manager
digest feature
sends summary to
inbox (ie. Outlook)

¢ Users can view
messages captured
as spam & self-
manage traffic to
their inbox

+ Easy-to-use web-
based interface

+ Secure quarantine
access via
login/password
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Spam Attack Characteristics M, miR&POINT

Coordinated attacks count for 80%-85% of global spam
Average attack volume: +100 million messages
Distribution sources: >1000
Average duration: 6-8 hours

Detection within 2 minutes = over 99.5% coverage

1 hour lag in detection = 14% missed (or more)
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Emerging Virus Threat Window M, miR&POINT

NO
Protection

Traditional

Anti-Virus

Outbreak First detection Outbreak First signature 90% Anti-Virus
begins peaks engines release
signatures
< >
20-30 hours

N | —
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Interwoven Threats — MyDoom M, miR&POINT

Hoursminutes [ DETECT VIRUS
N frstplace. W DLl FiE 1 TIME OF OUTBREAK
Largest 2004 outbreak — BitDefender  14:55 '

No protection through Kaspersky

MyDoom peak!

cAfee
{beta signature)

Norman

=2:?? 0:00 +6:30

Outbreak First Detection  Outbreak §First signature
Began  (MessagelLabs) Peak (McAfee)

. Pand
+17:30 m';;gmm

| Panda

|
90% of top AV~ Sophos
Released
. Symantec
signatures (beta signature)

Symantec

Trend Micro
{beta signature)

Trend Micro

Source: AV-Test.org,
BN
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Evolution of SMTP M, mirapoINT'

¢ Uses existing SMTP standard, Mirapoint’s MailHurdle™ edge-blocking
technology complements existing spam & virus filtering investments

+ Blocks up to 80% of spam & many viruses at SMTP-connection layer to
conserve bandwidth, storage & administrator resources

Blocks up to 80% of spam & viruses at network edge

=

‘\§r~”umm [ —

Incoming Email » MailHurdle Appliance™ é Traditional ﬁ ‘Real’ Email

Edge-Blocking Analytic-Based
Filtering
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Real-time Security Protection

M, miR&POINT

¢ Powerful Rapid Anti-Spam & Anti-Virus™ technology — Uses information from
network-based probes to identify & block threats for day-zero protection

+ Complements Mirapoint’s existing signature-based virus scanning engine

+ Part of Mirapoint’s Full-Spectrum™ multi-layered email security technology

Real-time
- Detection
. Lt Center

Real-Time Network Probes
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Internet

Internet

-

Customer’s Network DMZ

M. mirapoINT'

|

— —

e \

[

RazorGate Email
Security Appliance
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Outbound Protection M, miR&POINT

* Flexibility for implementing any policy

¢ Support for site-wide, domain or
user-specific policies

+ Easy-to-configure via web-based interface
by administrators, managers or end-users

+ Example policies include:
+ Wiretaps

+ Blockage list
+ Rejection filter
+ File Type filter

+ Specific Words filter
+ Objectionable Words filter
+ Quarantine filter
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Complete Message Network Security M, MIRAPOINT

Internet

Inbound/Outbound MTA

SMTP Gateway

Mail Server Desktop

¢ MailHurdle™ edge-blocking
+ SMTP connection management
+ Rapid™ real-time protection

+ Traditional spam & virus
analytics

+ Secure webmail proxy

Per-user junk mail quarantine
Redundant, 5-9’s design
Integrated routing

Flexible content filters &
policies

Detailed logs & reports

+ Hardened OS

+ [ntegrated security

+ Rich email & group calendar
+ Web & wireless access

¢ Outlook support

+ Proven low TCO

Tiered approach to complete & scalable security protection

Mirapoint Proprietary and Confidential
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Summary: Why Mirapoint M, miraPOINT

¢+ Company focus since 1997

+ Leadership in appliance approach

+ Addressing today’s security pains, plus
solutions for more reliable email

+ High-quality, field-proven products for
Enterprise, Service Provider, Education
& Government customers

N
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Offer for QuestNet Attendees! M, mirapoINT'

I I
| FREE MIRAPOINT EVALUATION
I I

Contact us now!
I ]

L_____________d

Arthur Young, Mirapoint Country Manager for AU & NZ

Email: ayoung@mirapoint.com

Or call: +61-2-9802-8444
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