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So who is Mike Hicks?
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Perimeter approach
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Chasing Ghosts!
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Acme Corp-Case Study

Firewall
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Database

Switch

Corporate Email

Router

2,000 employees

100 on going projects

Each project includes on 
average 5 people
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Acme Corp-Case Study

Firewall
Switch

Database

Switch

Corporate Email

Router

Infected lap top enters 
ring fence

IT inundated with calls

Systems stopping

External users reporting 
high volume of email
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Acme Corp-Case Study

Firewall
Switch

Database

Switch

Corporate Email

Router

Gather information took 
several hours

Estimated clean up three days

Approx $100/hour /resource
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What is network Awareness?
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-Name inserted here 
Company Name

Month Year

Quotation Slide 
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What is normal
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Rule Name Weighting Trigger Event

Conversations 5 If the Device conversations are 
greater than 2000

Min Pckts Sent 5000 Devices that have not sent 
more than 5000 packets are 
excluded (This is in a 6 hour 
period)

Min Convstn 600 Devices that have sent more 
than 600 conversations  are 
excluded. (This is in a 6 hour 
period
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Acme Corp-Case Study -Revisited

Firewall
Switch

Database

Switch

Corporate Email

Router

Network still infected

Now know traffic patterns

Abnormal behavior 
identified 

Isolation and time to 
resolution expedited
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Protection vs. Monitoring
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Protection vs. Monitoring
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IT
InfrastructureMore Servers

Mainframe
UNIX
NT

More Users
Server to Server Transactions

WANs
New Technologies

ATM

Frame Relay
LAN Switching

Heterogeneous
& Complex

Geographically
Dispersed

Greater LAN Complexity

Increased Bandwidth

More segments

DRP

Typical Network environment
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Organizational Benefits
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Summary

� 6 �� �� �� 7��� ���
 � ��� �� � �
 � � ���� �
 � ��$����
 � 
 � � �� ��  

 �
��� 
 ��

� , �� �� �� �� �� �� 
 $
 � � ���$�� ���$�� �� �� �� 7��� � �� ���
 �

�� � � � �� 
 ������� � � ��� � � � ���

� 2 �
 ��* �
��� ������ �
� " 
 �� 
 � 
 
�� ��  ��� �� � � � 
 � ��� ��* 

 �� �� �

�
� �
 
� �� � � �$�� �� ��; ! �<

� � 
 �� �� � ��� �� 
 � 
 � � ��� ���� 
 � 
 � � ��� ��� ���� ��� � 
 �
 � � �� 
 �
� 
 � � � ��� �� 
�� ����� ��� �� 
 ���� 

 �� �� �� �� � 
 ��$)

� ������� ���� � 
 � ��  

� �������� ���� � 
 � 
 �

� �������� ���� � 
 �


