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IP to TDM Displacement Forecasted Share
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Internet

DMZ

OOB Management
(Authentication, Logging

etc..)

VOIP Servers
(CM, UM etc..)

Internal LAN

Front
Firewall

Back
Firewall

IDS

Internet
Router

Unprotected Servers + New Services
= Increased Security Risks
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Cost of Protection

$

Protection

Risk of Data 
and Voice 

Network Loss

Convergence

Risk of Data 
Network Loss

Break-even 
point change

Justified 
cost of 

protection

Increase protection 
justified by higher value 

of network

Net saving
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� Authentication
� Firewall
� Hash Functions
� Tripwire

� Encryption
� Authentication
� Firewall
� Audit trail

CONFIDENTIALITY AVAILABILITYINTEGRITY
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� Redundancy / High 
Availability

� 24x7 Monitoring
� Worm/virus 

protection
� Intrusion prevention
� Staff training
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Network Access Device
for NAC enforcement

VOIP Servers
(CM, UM etc..)

OOB Management
(Authentication,

Logging, AAA, NAC,
AV etc..)

DMZ

Internet Internal LAN

DR Site

Front
Firewall

Back
Firewall

IDS

NAD
Internet
Router

NAD

Access Control and
Encryption (Firewall)

Centralised
Authentication and

Logging (Cisco ACS)

High Availability and
Redundancy

Cisco CSA for threat
protection
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� Specialised staff
� High level of training 

and support
� Management 

systems

PROTECTION

� 24x7 capability
� Information and or 

skills to properly fix 
issues

� Incident response 
processes

RESPONSE

� Complex software
� Multiple vendors
� Real-time log 

collection & alerting

DETECTION
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Auditing

Service

Alarms

Events

Config’s

Traffic

Log Files

Hardware

CPU

DiskFailure

Log
Files MSS Policy

Who, what, 
when, how

Reports
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