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Background

• Many network devices and applications are configured
individually. Services usually involve several components
and I believe too little effort goes into checking between
the various configurations involved, e.g. for a web-site
does it:
• have a DNS name resolving to the web-server (site)

and is that name properly delegated so it is seen on the Internet ?

• exist in the web-server configuration ?

• have an ip-address associated with that name that is routed ?

• One approach would be to try an HTTP connection
to each www. DNS record, but that is more a
monitoring function



Background

• The advantage of cross-checking configurations
compared to trying HTTP connections is that it identifies
web-sites that should be removed.

• There will be complaints when a new web-site is not
working, but there’s much less care about cleaning up
old configuration items. The degree this happens is a
reflection of the quality of processes.

• Of course the alternative to cross-checking
configurations is a provisioning system which can
generate consistent configuration fragments for the
various sub-systems.



Outline

• Some History about UQ Network Records

• UQnet: Basic Functionality

• UQnet: Enriching Network Records

• UQnet: Cross-checks between Configurations
NB the title of this talk mainly refers to this section

• UQnet: Other Reports

NB the UQnet portal should be accessible from the
conference network for the next 2 days as
    http://uqnet.cc.uq.edu.au



Some History about UQ Network Records

• UQ hostmaster responsible for maintaining subnet
spreadsheet used for assigning bills to subnet owners
(assumption: being informed of network changes)

• Many columns were added to spreadsheet to make
it useful as a repository of network information:
items like VLAN, router(s), HSRP, gateway, …

• Spreadsheet replaced by the locally developed
“Pizza” database system in 2003. While the focus was
on traffic billing, the BaseNetworks table shows how
our address-space is broken up, with comprehensive
network information for each subnet.



Pizza: Portion of BaseNetworks Display



Pizza: Information for a Subnet



UQnet: Basic Functionality

• Initial impetus for UQnet portal was to provide more
convenient grouping of information from Pizza
NB Pizza currently has little in the way of data entry
validation which reduces the quality of the information
and causes problems with UQnet scripts

• Implemented with the perl-based mason templating
system, using various previously written perl modules
to parse named.conf, dhcpd.conf, etc

• An advantage over Pizza is user-friendly URLs
• http://uqnet.cc.uq.edu.au/display/ip/130.102.152.7

• http://uqnet.cc.uq.edu.au/display/vlan/270

• http://uqnet.cc.uq.edu.au/display/org-units

• http://uqnet.cc.uq.edu.au/reports/networks-by-subnets



UQnet: Pizza Information about an ip



Enriching Network Records

• Basic network information from Pizza augmented from
Daily dump of all DNS records, e.g. to find all names resolving to an ip

DHCP configuration (but not yet lease activity)

Router netflows identifying active (source) ip-addresses

Quotient configuration



UQnet: Enriched with non-Pizza Info



UQnet: Cross-checks between Configurations

• One of the most basic cross-checks is to ensure Pizza
information is correct by comparing listed VLANs,
subnets, gateways, HSRP, static-routes, routers, etc
against router configurations
• in general we don’t have ready access to routing firewall configurations

• In the past we could use the RIP routing table which would
include entries published by some of the firewalls

• some subnet attributes in Pizza don’t relate to routers:
   VLAN description, domain-name, type of network (LINKS/NETMAN/LAN)



UQnet: Cross-check Pizza vs Routers
NB script not yet complete leading to some extraneous messages



UQnet: Cross-check Pizza vs Router HSRP
NB script not yet complete leading to some extraneous messages



UQnet: Cross-checks other Configs vs Pizza

• Once there is reasonably confidence in the list of
subnets in Pizza, we can check against other configs:
• the list of subnets can be compared against those in the Pizza

Network table which associates a subset of subnets against
an OrgUnit to be billed

• the list of subnets can be compared against the list of reverse-zones
in named.conf, remembering that reverse zones correspond to
/8, /16 & /24 blocks of address-space
NB our policy is to have reverse DNS only for all routed address-space

• the list of subnets can be compared against webdns.conf to
identify any which are no longer routed or which have changed size
NB WebDNS is our local delegated DNS admin tool

• the VLAN structure can be compared against those configured
in dhcpd.conf, either to identify VLANs no longer being used or
situations when the list of subnets in a VLAN differs
NB only a subset of VLANs is configured for DHCP, and these can be
determined from whether the router VLAN config includes DHCP relaying



UQnet: Identifying Inactive Servers



UQnet: Identifying Inactive Network Devices



UQnet: Checking all DNS records



UQnet: Checking DNS Delegations
• One cross-check not currently in UQnet is done between

zones that should be delegated to us and their parent
name-servers



UQnet: Identifying Inactive Websites
• Another cross-check not currently in UQnet regards

UQ’s commercial web-hosting.
The cross-check is between 3 information silos
• the list of sites from the commercial web-server is gathered,

particularly the domain-name & username for each
• the domain-name is checked against named.conf
• the username is checked against those active in the billing system

complicated because billing system does not record each user’s domains

• The first cross-check revealed nearly 200 sites
that should be removed from the web-server
• Either because the domain had expired from the DNS (NXDOMAIN)
• or because the domain was now delegated elsewhere
• or because the client was no longer active

in some cases the domain was still delegated to the UQ name-servers
and the zone was replaced by an empty one if the client could not
get the delegation removed/changed



UQnet: Other Reports

• Several other reports are generated providing
statistical breakdowns. It was convenient to publish
these through the UQnet portal



UQnet: Other Reports

• Active ip-addresses seen on UQ network



UQnet: Other Reports

• Analysis of DNS queries



UQnet: Other Reports

• Breakdown of DNS zones



UQnet: Other Reports

• DNS delegation glue for AARNet members


