networks

Cybercrime — The Silent Business Killer

Why Business and Educational Institutions should
examine Managed Security

Presentation Content

*  What we can expect during 2007/2008,

e A brief of past threats and an overview of Worms,Spam,
Botnet's, Keyloggers,

*  Why Cybercriminals are getting involved,
* Why look at an MSSP,
*  Why Seccom Networks uses Fortinet.
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What we can expect during 2007/2008?
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» Continuance of Malware that has been designed to
steal user data targeted at banking and e-payment
systems and online gamers,

* Virus writers and spammers will work closer together,

* New web browser and messaging vulnerabilities, and
variations on the old ones,

* Spam will remain an issue and Phishing attacks will
be more targeted — spear phishing.
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* Virus’s will become Geographically targeted,

* Windows Vista will come under attack and Mac OSX
will become more targeted,

* Rootkits and Polymorphic programmes will become
the defacto making attacks harder to discover,

 Virtual machines are likely to come under attack also.

|I|..,l.|lh.
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Methods of delivery

¢ Email worms

* Instant Messaging Worms
* Internet Worms

* |RC worms

e P2P worms
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Examination of a Win32.NetSky.t
Typical Worm

This worm spreads via the Internet as an attachment to an infected email.

Vector Installation | | Propagation Payload
Email with a .pif | | The file copies The worm uses its The worm will attempt to conduct
attachment with | | itself to the own SMTP engine DoS attacks on specific sites.
a randomly WindOWS to send files www.cracks.am
generated directory under
name the name www.emule.de
EastAV.exe www.freemule.net

www.kazaa.com

www.keygen.us
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Sample Phishing Attack

P He Edt Pew [net Fomat Joos Actons Heb
jLaRechy | CgRelvioMl | CpFonwed [ d g ¥ B MK e v oA ull

it ebay com

oo
Subject:  Security Problems - Confirm your eBay information

Place or Update Credit Card on File Qr b

Dear sBay Customer

During our regularly schedule account maintenance and verification we have detected a shght errae in
your biling information on fite with eBay. This might be due to either following reasans

A recent change in your personal infarmation {i & change of address)
- Subrmitting imalid information dhsing the initial 5ign up process
- An inability to accurately verfy your selected option of payment due an intemal error within
our processors.
Your credit card on file with eBay
Cand number JOOOXO0CKHXKTE79 (Mot shown for security purpeses) Expiration date: 0207

Please sign in to your eBay account and update your biling information

Bitp ffsignin.abay conveBayISAPI gi?SigninkssPageNamash bsn US

If your account information is not update. your abiity to sell of bid on eBay will become restricted.

Thank you
eBay Biling Depatment

From:  Jh SeaxityfeBay.com [Service @efiay.com] Sent: Wed 5/25/2005 6:07PM et Verfed -,
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Phished Page Normal Page

= 0w

This is the authentic login page. Note the HTTPS in
the nav bar and the "VeriSign Secured" logo on the

bottom right corner

ECLLL I Inetworks




Sample email hoax message

Dear friend,

| am Michael Frank, | represent members of contract award committee of my provice cotonou
Republic of benin .| have managed to deposit the sum of $25 million in the

vault of Citi Bank of America (local branch).These funds was acquired as gratification from various
contractors i have assisted in getting contracts. This fund was deposited without any account as a
result of civil service code, which does not allow us

to operate foreign account.

I'm asking for your assistance as a foreigner to move these fund from

the vault of the local bank to your account through their correspondent bank abroad,

as the beneficiary. | will also need your assistance in the areas of investments

prefarable hospitality industry.

COMMISSION!
You will be entitled to 15% of the total funds for your assistance.

If you are interested contact me immediately through this email(mikefrank@freesurf.fr ) for more
details and how to proceed.

Please note that the transaction is risk free as all have to be bank to bank transaction.
Regards and God bless.

Michael Frank

Botnet’s and Bot Herding

» A Botnet is a group of infected computers which make up a
platform for distributed malicious computing attacks.

* Machines participating in a botnet can act as a coordinated
attacking group.




Botnet Infection Methods

“Vulnerabilities - RPC.DCOM, MSQL———————————————p

Dictionary Attacks, Open Window Shares——»-

—————Backdoors - Bagle, Mydoom eto——————————— =

~4———————Downkeads from Web, Instant Messenger———————————

Peer 2 Peer File Sharing- -

Email - Mytch, Bagle, »

A8E EEE
oo
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Key Loggers Hardware and
Software Key Loggers

e Hardware Devices or Software Programs that run in the
background capturing every key entered on the computer.

« Key loggers can have SMTP engines built in to email the
captured information to the attacker.
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Example of Hardware Key Loggers

(EFKeyGhost Analyser =lolx]

Analysis of file: D:\KeyGhost Log captured from target.txt

Logons. ..
NT Logon (xZ2): Username: &dwinistrator Password: fabelid
NT Logon (x1): Username: kindaS6é  Password: tinnalZ
NT Logon (xl): Username: arl39 Password: fisherds

Internet URLs...
Wiy, 7ahoo. con
http: /. badbarbie. con/
htep: S/, Jamecop. consnonpublic/sales. hen.
http: /W, jamecop. con/design/nonpublic/
. hotnail., com
10pht. con/

Ewail Addresses...
adrian. cambellBhotmail. com
wike. dobsonBiameco. com
davidcoyBjaneco. com

ECElninetworks
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Threat Hierarchy

5. Information Warfare

t
Where we are today 4.  Cybercrime $$55$

t

3. Hactivism

t

2.  Vandalism

t

1. Experimentation

ECllnnetworks
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Example of Business models used by Cybercriminals

e Carding,

e Spamming and Phishing,

» Spyware and Adware planting,
e Online extortion,

e Cashing.
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Cashing the money via off-shore accounts.

» Stolen credentials are used to buy e-gold

* The e-gold is used to purchase debt cards (typically Cirrus or
Maestro) issued by offshore companies

* These debit cards are used to withdraw cash from ATM’s

ECLLL I Inetworks
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Typical Organised Crime

» Stand over tactics,

* Drug trafficking,

e Dealing in stolen goods,

* Prostitution,

e Gambling and racketeering.

ECL I inetworks
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A simple example?

» Phishing
= Buy $500.00 for stolen online banking login credentials containing
$200,000.00
= Low risk
= High return

e Heroin
= 10 Kilograms opium = $1,000.00
= This can produce 850 grams of pure heroin sold at $100 for 0.085
grams = $$$
= High return
= High risk
= More involved

ECLLL I Inetworks
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Managed Security Service Providers

ECL I inetworks
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 reduce risk associated with misconfigured systems,
» decrease cost surrounding staffing and staff training,

* increase savings associated with maintenance,
upgrades and capital payout,

* minimise business risk - one staff member often
holds all the information,

» 24x7x365 days of the year support,

* MSSP’s have high investment in monitoring and
management tools normally not afforded by business,

* MSSP engineers experience a wide range of threats
every day across a broad platforms.
I
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Having a successful partnership

e CTO’s actively develop relationships with their providers
while putting in place comprehensive management and
control policies.

« Make a decision on exactly what it is you want to outsource.
e Does the MSSP have SLA’s built into their products.

» Reference against existing accounts.

e Do your homework

ECL I inetworks
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|
Network Visibility is key

¢ Rule 1 - that which is not monitored cannot be properly
managed.

e Rule 2 — you must be able to get meaningful thorough logs
from many different levels of your infrastructure.

¢ Rule 3 — you should have proactive solutions in place and be
able to determine when an event may be likely too or is
occurring.

e Rule 4 — You need to have a practiced strategy to deal with
such an event.

ECLLL I Inetworks
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Security needs to be managed at multiple layers

e At your Service Provider,

e At the edge of your network,
« In the core of your network,
e At the desktop,

e At the user.

ECL I inetworks
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Why | believe companies have chosen
Seccom Networks?

ECLLL I Inetworks

|.5ll|Ih.




Why Fortinet?
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* A solution not limited by complex licensing models,

e A solution that was scaleable - from small business
through to enterprise,

» A solution that had a single management platform

* A solution that was cost effective and extremely
secure and looking forward,

* A market leader.

ECLLL I Inetworks
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« extremely effective at discovering attacks,
» leading edge — but not bleeding edge,

* not only , be cost effective, but also cost effective to
manage,

« was able to be centrally managed and monitored,

* had a firmware upgrade path and had similar
functionality across all platforms,

el networks
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Stateful Inspection Firewalls Don’t Analyze Packet Content

DATA PACKETS

N mr™,
our forefathers brou

Inspects packet —>
headers only —i.e.
looks at the
envelope, but not at
what'’s contained
inside

Not Scanned

Packet “headers”  Packet “payload”
(TO, FROM, TYPE (data)
OF DATA, etc.)

e networks
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Multi-Layered Security Requirement
- A true security solution needs to be able to defend from all threats!

e Firewall e Antispam
To defend against intrusions at the = Minimise threats from unwanted emails
acket level. s
P +  Web filters
* Antivirus = Eliminated unproductive web-browsing and
Protect from virus infections for email, risk from infected websites
web, FTP information .« VPN
* IPS/IDS = Delivering secure remote communication
To defend against malicious attacks such access and site to site connectivity

as DDos and Buffer Overflows.
VPN
g

URL Filter
>
-

/_‘!!l

S . Servers
INTERNE Antivirus

.

IPS/ID'SE’.IJ

§
Firewall *H o
g

lll'*lqllh'
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Fortinet Approach

«

INTFRNET

Firewall
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So what would a typical Seccom SecureWAN Solution
look like?

- ..;?.ﬂ*
. _

L Public Network
Servers

= Network
a’ Customers Control i,.- -.-; INTERNET

Private Network

MSSP Controlled
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Visit the Fortinet stand and find
out more about their solution |
guarantee it is well worth the
time...
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